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import java.net.URLEncoder;
import java.util.Map;

import org.apache.commons.lang.StringUtils;
import org.apache.log4j.Logger;

public class UrlUtil {
private static Logger logger = Logger.getLogger(UrlUtil.class);

private final static String CHARSET_UTF8 = "utf8";
/**
*

* @param url

* @return

*/

public static String urlEncode(String url) {
if (IStringUtils.isEmpty(url)) {

try {

url = URLEncoder.encode(url, "UTF-8");

} catch (Exception e) {

logger.warn("Url encode error:" + e.getMessage());
}

}

return url;

}

public static String generateQueryString(Map <String, String> params, boolean isEncodeKV) {

StringBuilder canonicalizedQueryString = new StringBuilder();

for (Map.Entry <String, String> entry : params.entrySet()) {

if (isEncodeKV)
canonicalizedQueryString.append(percentEncode(entry.getKey())).append("=")
.append(percentEncode(entry.getValue())).append("&");

else

canonicalizedQueryString.append(entry.getKey()).append("=")
.append(entry.getValue()).append("&");

}

if (canonicalizedQueryString.length() > 1) {
canonicalizedQueryString.setLength(canonicalizedQueryString.length() - 1);
}

return canonicalizedQueryString.toString();

}

public static String percentEncode(String value) {

try {
// fEFAURLEncoder.encodefwf3fE , " +","*","%7E"HMEHEEIHE APIHIENRIEBILE
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return value == null ? null : URLEncoder.encode(value, CHARSET_UTF8)
replace("+", "%20").replace("*", "%2A").replace("%7E", "~");

} catch (Exception e) {

[/ FRAIRERERNRE

}

return "";

}

}

SignatureUtils.java

import java.io IOException;

import java.io.UnsupportedEncodingException;
import java.net.URI;

import java.net.URISyntaxException;

import java.net.URLDecoder;

import java.net.URLEncoder;

import java.util.Map;

import java.util. TreeMap;

import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;

import org.apache.commons.codec.binary.Base64;
import org.apache.commons.lang.StringUtils;

public class SignatureUtils {

private final static String CHARSET_UTF8 = "utf8";
private final static String ALGORITHM = "UTF-8";
private final static String SEPARATOR = "&";

public static Map <String, String> splitQueryString(String url)

throws URISyntaxException, UnsupportedEncodingException {

URI uri = new URI(url);

String query = uri.getQuery();

final String[] pairs = query.split("&");

TreeMap<String, String> queryMap = new TreeMap<String, String>();
for (String pair : pairs) {

final int idx = pair.indexOf("=");

final String key = idx > 0 ? pair.substring(0, idx) : pair;

if (IqueryMap.containsKey(key)) {

queryMap.put(key, URLDecoder.decode(pair.substring(idx + 1), CHARSET_UTF8));
}

}

return queryMap;

}

public static String generate(String method, Map <String, String> parameter,
String accessKeySecret) throws Exception {

String signString = generateSignString(method, parameter);
System.out.printIn("signString---"+signString);

byte[] signBytes = hmacSHA1Signature(accessKeySecret + "&", signString);
String signature = newStringByBase64(signBytes);
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System.out.printIn("signature---"+signature);
if ("POST".equals(method))

return signature;

return URLEncoder.encode(signature, "UTF-8");

}

public static String generateSignString(String httpMethod, Map <String, String> parameter)
throws IOException {

TreeMap<String, String> sortParameter = new TreeMap<String, String>();
sortParameter.putAll(parameter);

String canonicalizedQueryString = UrlUtil.generateQueryString(sortParameter, true);
if (null == httpMethod) {
throw new RuntimeException("httpMethod can not be empty");

}

StringBuilder stringToSign = new StringBuilder();
stringToSign.append(httpMethod).append(SEPARATOR);
stringToSign.append(percentEncode("/")).append(SEPARATOR);
stringToSign.append(percentEncode(canonicalizedQueryString));

return stringToSign.toString();
}

public static String percentEncode(String value) {

try {

return value == null ? null : URLEncoder.encode(value, CHARSET_UTF8)
replace("+", "%20").replace("*", "%2A").replace("%7E", "~");

} catch (Exception e) {

}

return "";

}

public static byte[] hmacSHA1Signature(String secret, String baseString)
throws Exception {

if (StringUtils.isEmpty(secret)) {

throw new IOException("secret can not be empty");

}

if (StringUtils.isEmpty(baseString)) {

return null;

}

Mac mac = Mac.getInstance("HmacSHAL");

SecretKeySpec keySpec = new SecretKeySpec(secret.getBytes(CHARSET_UTF8), ALGORITHM);
mac.init(keySpec);

return mac.doFinal(baseString.getBytes(CHARSET_UTF8));

}

public static String newStringByBase64(byte[] bytes)
throws UnsupportedEncodingException {

if (bytes == null || bytes.length == 0) {

return null;

}

return new String(Base64.encodeBase64(bytes, false), CHARSET_UTF8);
}

10
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public static void main(String[] args) {

String str =
"GET&%2F&AccessKeyld%3DCdwKFNmXeHJuMOrT%26Action%3DDescribelnstances%26Format%3DJSON%26Regi
onld%3Dcn-hangzhou%26SignatureMethod%3DHMAC-SHA1%26SignatureNonce%3D9fdf20f2-9a32-4872-bcd4-
¢6036082ebef%26SignatureVersion%3D1.0%26Timestamp%3D2015-12-
21T09%253A05%253A447%26Version%3D2014-05-26";

byte[] signBytes;

try {

signBytes = SignatureUtils.hmacSHA1Signature("byczfpx4PKBzUNjjL4261cE3s6HQmMH" + "&", str.toString());

String signature = SignatureUtils.newStringByBase64(signBytes);

} catch (Exception e) {

// TODO Auto-generated catch block
e.printStackTrace();

}

}
}

ECS stfliiER Eiampl

import java.io IOException;

import java.io.UnsupportedEncodingException;

import java.net.URISyntaxException;

import java.text.SimpleDateFormat;

import java.util.Date;

import java.util. HashMap;

import java.util.Locale;

import java.util.Map;

import java.util.SimpleTimeZone;

import java.util. UUID;

import net.sf,json.JSON;

import net.sf.json.JSONArray;

import org.apache.commons.httpclient.HttpClient;

import org.apache.commons.httpclient.HttpException;

import org.apache.commons.httpclient.HttpMethod;

import org.apache.commons.httpclient.MultiThreadedHttpConnectionManager;
import org.apache.commons.httpclient.methods.GetMethod;
import org.apache.commons.httpclient.methods.PostMethod;
import org.springframework.http.HttpHeaders;

import org.springframework.http.MediaType;

public class EcsTemplate {

private final static String SIGNATURE_VERSION = "1.0";
private final static String defaultSignatureType = "HMAC-SHAL";
private final static String API_Format = "JSON";

//cms version

private final static String API_VERSION = "2015-10-20";
/IBNRRIAKER

private final static String accessKeyld = "YouraccessKeyld";
private final static String accessKeySecret = "YouraccessKeySecret";
private final static String domainnew = "metrics.aliyuncs.com”;
protected String domain="metrics.aliyuncs.com"”;

//protected String domain = "alert.aliyuncs.com”;

private static String formatISO8601Date(Date date) {

11
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SimpleDateFormat df = new SimpleDateFormat("yyyy-MM-dd'T'"HH:mm:ss'Z'",
Locale.US);

df.setTimeZone(new SimpleTimeZone(0, "GMT"));

return df format(date);

}

protected HttpHeaders buildHttpHeaders(String sessionld) {
HttpHeaders headers = new HttpHeaders();
headers.setContentType(MediaType. APPLICATION_JSON);
headers.set("Authentication”, sessionld);

return headers;

}

public static void main(String[] args) {

Map<String, String> parameters = new HashMap <String, String>();
//String action = "Describelnstances”;

String action = "QueryMetricList";

parameters.put("Regionld”, "cn");

parameters.put("Action”, action);

parameters.put("Project", "acs_ecs");

parameters.put("Metric", "CPUUtilization");
parameters.put("StartTime", "2016-01-01 00:00:00");
parameters.put("Period", "60");

parameters.put("Length”, "1000");

//iEFEdimensiont&=; | !

parameters.put("Dimensions”, "{\"instanceld\":\"*******x\"}"):
parameters.put("AccessKeyld", accessKeyld);
parameters.put("Format”, API_Format);
parameters.put("SignatureMethod", defaultSignatureType);
parameters.put("SignatureNonce", UUID.randomUUID().toString());
parameters.put("SignatureVersion", SIGNATURE_VERSION);
parameters.put("Version",API_VERSION );
parameters.put("Timestamp", formatISO8601Date(new Date()));
String url = "http://"+domainnew;

if('url.endsWith("/")){

url += ll/l|;
}
url +="?";

url += UrlUtil.generateQueryString(parameters, true);

String signature = null;

try {

signature = SignatureUtils.generate("GET", parameters, accessKeySecret);

} catch (Exception e) {

e.printStackTrace();

}

url += "&Signature=" + signature;

HttpMethod httpl = new PostMethod();

HttpMethod httpMethod = new GetMethod(url);

System.out.printIn(url);

HttpClient httpClient = new HttpClient(new MultiThreadedHttpConnectionManager());
httpClient.getHttpConnectionManager().getParams().setConnectionTimeout(6000);//i1& Bi5KiBATATEI67)
httpClient.getHttpConnectionManager().getParams().setSoTimeout(30000); //i& EEEEGERTATIE
try {

int statusCode = httpClient.executeMethod(httpMethod);

//if(statusCode!=200)return null;

byte[] bytes = httpMethod.getResponseBody();

String result = "[" + statusCode + "]"+new String(bytes, "UTF-8");

System.out.printin(result);

12



Frkigr

} catch (HttpException e) {
e.printStackTrace();

} catch (IOException e) {
e.printStackTrace();

}

}

}
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JavaERHEZSHE

FRARE : UrlUtil java

import java.net.URLEncoder;
import java.util.Map;

import org.apache.commons.lang.StringUtils;
import org.apache.logé4j.Logger;

public class UrlUtil {
private static Logger logger = Logger.getLogger(UrlUtil.class);

private final static String CHARSET_UTF8 = "utf8";

/*7\'

* @param url

* @return

*/

public static String urlEncode(String url) {
if (IStringUtils.isEmpty(url)) {

try {

url = URLEncoder.encode(url, "UTF-8");

} catch (Exception e) {

logger.warn("Url encode error:" + e.getMessage());
}

}

return url;

}

public static String generateQueryString(Map <String, String> params, boolean isEncodeKV) {
StringBuilder canonicalizedQueryString = new StringBuilder();

for (Map.Entry <String, String> entry : params.entrySet()) {

if (isEncodeKV)

13
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canonicalizedQueryString.append(percentEncode(entry.getKey())).append("=")
.append(percentEncode(entry.getValue())).append("&");

else

canonicalizedQueryString.append(entry.getKey()).append("=")
.append(entry.getValue()).append("&");

}

if (canonicalizedQueryString.length() > 1) {
canonicalizedQueryString.setLength(canonicalizedQueryString.length() - 1);

}

return canonicalizedQueryString.toString();

}

public static String percentEncode(String value) {

try {

// EFAURLENncoder.encodefwfidfg , 15" +","*"," %7E " HEHRENHE APIHLEAIRISHLE
return value == null ? null : URLEncoder.encode(value, CHARSET_UTF8)
replace("+", "%20").replace("*", "%2A").replace("%7E", "~");

} catch (Exception e) {

[/ AERERENEE

}

return "";

}

}

SignatureUtils.java

import java.io IOException;

import java.io.UnsupportedEncodingException;
import java.net.URT;

import java.net.URISyntaxException;

import java.net.URLDecoder;

import java.net.URLEncoder;

import java.util.Map;

import java.util. TreeMap;

import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;

import org.apache.commons.codec.binary.Base64;
import org.apache.commons.lang.StringUtils;

public class SignatureUtils {

private final static String CHARSET_UTF8 = "utf8";
private final static String ALGORITHM = "UTF-8";
private final static String SEPARATOR = "&";

public static Map<String, String> splitQueryString(String url)

throws URISyntaxException, UnsupportedEncodingException {

URI uri = new URI(url);

String query = uri.getQuery();

final String[] pairs = query.split("&");

TreeMap<String, String> queryMap = new TreeMap<String, String>();
for (String pair : pairs) {

14



Frkigr

final int idx = pair.indexOf("=");

final String key = idx > 0 ? pair.substring(0, idx) : pair;

if (\queryMap.containsKey(key)) {

queryMap.put(key, URLDecoder.decode(pair.substring(idx + 1), CHARSET_UTF8));
}

}

return queryMap;

}

public static String generate(String method, Map <String, String> parameter,
String accessKeySecret) throws Exception {

String signString = generateSignString(method, parameter);
System.out.println("signString---"+signString);

byte[] signBytes = hmacSHA1Signature(accessKeySecret + "&", signString);
String signature = newStringByBase64(signBytes);
System.out.printIn("signature---"+signature);

if ("POST".equals(method))

return signature;

return URLEncoder.encode(signature, "UTF-8");

}

public static String generateSignString(String httpMethod, Map <String, String> parameter)

throws IOException {
TreeMap<String, String> sortParameter = new TreeMap<String, String>();
sortParameter.putAll(parameter);

String canonicalizedQueryString = UrlUtil.generateQueryString(sortParameter, true);

if (null == httpMethod) {
throw new RuntimeException("httpMethod can not be empty");

}

StringBuilder stringToSign = new StringBuilder();
stringToSign.append(httpMethod).append(SEPARATOR);
stringToSign.append(percentEncode("/")).append(SEPARATOR);
stringToSign.append(percentEncode(canonicalizedQueryString));

return stringToSign.toString();
}

public static String percentEncode(String value) {

try {

return value == null ? null : URLEncoder.encode(value, CHARSET_UTF8)
replace("+", "%20").replace("*", "%2A").replace("%7E", "~");

} catch (Exception e) {

}

return "";

}

public static byte[] hmacSHA1Signature(String secret, String baseString)
throws Exception {

if (StringUtils.isEmpty(secret)) {

throw new IOException("secret can not be empty");

}

if (StringUtils.isEmpty(baseString)) {

return null;

15



Frkigr

}

Mac mac = Mac.getInstance("HmacSHAL");

SecretKeySpec keySpec = new SecretKeySpec(secret.getBytes(CHARSET_UTF8), ALGORITHM);
mac.init(keySpec);

return mac.doFinal(baseString.getBytes(CHARSET_UTF8));

}

public static String newStringByBase64(byte[] bytes)
throws UnsupportedEncodingException {

if (bytes == null || bytes.length == 0) {

return null;

}

return new String(Base64.encodeBase64(bytes, false), CHARSET_UTF8);
}

public static void main(String[] args) {

String str =
"GET&%2F&AccessKeyld%3DCdwKFNmXeHJuMOrT%26Action%3DDescribelnstances%26Format%3DJSON%26Regi
onld%3Dcn-hangzhou%26SignatureMethod%3DHMAC-SHA1%26SignatureNonce%3D9fdf20f2-9a32-4872-bcd4-
c6036082ebef%26SignatureVersion%3D1.0%26Timestamp%3D2015-12-
21T09%253A05%253A447%26Version%3D2014-05-26";

byte[] signBytes;

try {

signBytes = SignatureUtils.hmacSHA1Signature("byczfpx4PKBzUNjjL4261cE3s6HQmMH" + "&", str.toString());

String signature = SignatureUtils.newStringByBase64(signBytes);

} catch (Exception e) {

// TODO Auto-generated catch block
e.printStackTrace();

}

}
}

C++ EBEHZESF

#include "ali_rpc_request.h"
#include "ali_string_utils.h"
#include "ali_encode_utils.h"
#include "ali_urlencode.h"
#include "ali_log.h"

#include <stdio.h>

#include <time.h>

static std:string get_utc_string() {
time_t now;

struct tm *timenow;

now = time(&now);

timenow = gmtime(&now);
std::string res= get_format_string("%d-%02d-%02dT%02d:%02d:%02dZ", timenow->tm_year + 1900,
timenow->tm_mon + 1,
timenow->tm_mday,
timenow->tm_hour,
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timenow->tm_min,
timenow->tm_sec);
return res;

}

AliRpcRequest::AliRpcRequest(std::string version,
std::string appid,

std:string secret,

std::string url)

: AliHttpRequest(url),

version_(version),

appid_(appid),

secret_(secret),

url_(url) {

}

std::string AliRpcRequest::GetSignUrl() {
std::string encoded;
std:map<std::string, std::istring> mapWithPublicArgs;

time_t now;

time(&now);

this->sign_nounce = get_format_string("%Id", now);
this->utc_time_ = get_utc_string();

if(this->query_.size()) {

std:vector<std::string> vec_queries;

strsplit(this->query_, vec_queries, "&");

for(inti = 0; i < vec_queries.size(); i++) {

std::string& item = vec_queries]i];

int pos = item.find("=");
mapWithPublicArgs[item.substr(0, pos)] = item.substr(pos + 1, item.size() - pos - 1);
}

}

mapWithPublicArgs["Format"] = "JSON";
mapWithPublicArgs["Version"] = this->version_;
mapWithPublicArgs["AccessKeyld"] = this->appid_;
mapWithPublicArgs["SignatureMethod"] = "HMAC-SHA1";
mapWithPublicArgs["TimeStamp"] = utc_time_;
mapWithPublicArgs["SignatureVersion"] = "1.0";
mapWithPublicArgs["SignatureNonce"] = sign_nounce;//

for(std::map <std::string, std::string>:iterator it = mapWithPublicArgs.begin();
it 1= mapWithPublicArgs.end(); it++) {

if(lencoded.empty()) {

encoded.append("&");

}

append_format_string(encoded, "%s=%s", urlencode(it->first).c_str(), urlencode(it->second).c_str());

}
encoded = this->method_ + "&" + urlencode("/") + "&" + urlencode(encoded);
ALL_LOG("sign str=%s\n", encoded.c_str());

return encoded;

}

int AliRpcRequest::CommitRequest() {

17



Frkigr

std::string sign_url = GetSignUrl();

std::string sign = encode_compute_hmac_shal(this->secret_ + "&",
(char*)sign_url.c_str(),

sign_url.size());

AddRequestQuery("TimeStamp", utc_time_);
AddRequestQuery("Format", "JSON");
AddRequestQuery("Version", this->version_);
AddRequestQuery("AccessKeyld", this->appid_);
AddRequestQuery("SignatureMethod", "HMAC-SHAL");
AddRequestQuery("SignatureVersion", "1.0");
AddRequestQuery("SignatureNonce", this->sign_nounce);
AddRequestQuery("Signature”, sign);

return AliHttpRequest::CommitRequest();

}
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