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MTProto, part I

Cloud chats (server-client encryption)

to be encrypted

Sharped key (auth_key) Salt Session_id Payload* Padding
persistent, generated via DH I 64-Bit 64-Bit | 0-15 Bytes

v
Note:
msg_ke

129878it i = SHA-1

Payload always contains time
length and sequence number

to be checked by the receiving
party after decryption
\ 4
KDF
multiple SHA-1

AES key v
256-Bit

> AES IGE Encryption
AES IGE 1V

256-Bit
v

auth_key_id msg_ke
i i Encrypted data
' |

embedded into transport protocol(TCP, HTTPR,...)
NB: after decryption, msg_key must be equal to SHA-1 of data thus obtained.
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Number of mobile phone messaging app users
worldwide from 2016 to 2021 (in billions)

2016 2017 2018 2019 2020 2021

5‘5/)/? https://www.statista.com/statistics/483255/number-of-mobile-messaging-users-worldwide/
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Year-on-year worldwide mobile phone messaging app
user growyh from 2016 to 2021
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Number of monthly active WeChat users
from 2nd quarter 2010 to 2nd quarter 2017 (in millions)
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Penetration of WeChat among internet users in China
as of 3RD quarter 2015, by age goup

70

60

50

40

30

16-24 25-34 35-44 45-54 55-64 TOTAL

5'—(/):? https://www.statista.com/statistics/509659/china-wechat-penetration-by-age/

. 6
page


https://www.statista.com/statistics/509659/china-wechat-penetration-by-age/

Wik, AT

9. % bt T W 7 B EAAE- >18001C % T
Total Market Capitalization

$150B

$100B

$50B
/ v P A‘-—_—h—_’/

Jul 2013 Jul 2014 Jul 2015 Jul 2016 Jul 2017

5]5/)/? https://coinmarketcap.com/charts/
O.1. BT & H X 7 H> 4810 % T,

10, ERLEFTEREH> 115054 7 F P W% sr i AR TN EEN
B3

Estmated Number of Active Wallets
12m

11m
10m

11.5m
9.7m
m
9 8.7m
8m
7m 7m
6m 5.8m 5.8m
4.2m

5m
41m

4m 3.6m
m
3 2.6m 2.5m
2m
[1-6’“ . 1.4m

1m 0.6m

om 2013 2014 2015 2016 2017 YTD

B Lower Bound B Mid-Point B UpperBound

K I the Cambridge University / First of Global Benchmarking Study Cryptocurrency.

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIl"I|iliiIIl.IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
page


https://coinmarketcap.com/charts/

Wik, A

Confirmed Transactions Per Day
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Litecoin Transactions historical chart
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Ethereum Transactions historical chart
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2013 2014 2016

EEJE http://www.worldbank.org/en/topic/migrationremittancesdiasporaissues/brief/migration-remittances-data
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Total revenue of global mobile payment market
from 2015 to 2019 (in billion U.S. dollars)
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The most popular instant messengers. January 2017

WhatsApp

Facebook Messenger
QQ Mobile

WeChat

Telegram [y

Kakaotalk el
200 400 600 800 1000

Mounthly active users in millions
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ASO (AppStoreOptimization)
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Plan for the withdrawal of the application in the TOP

I ® The natural growth of

|
| Reaching the | the application and the
TOP maintenance of the
50.000 | audience's interest
, —
e Viral actions to | © Mass publica- &9
create noise | tion of reviews —
. . Ork wi an Networks
o ® Publication from | ® Paid settings |
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= tatives of the field advertising Work with partners
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2| e Reviews in popular | pany | News about the 3pp
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g | Contests, promotions, etc.
a | Facebook |
e Mobile Ads CPI iPhones.ru Offline Advertising
é’ I ]

Pre-release D@y Dan Dgay Qy
preparatory work Fast promotion growth

Increased loyalty and
audience retention
W %)% (Google, Baidu, Yahoo, Bing)
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« ARPU

e LTV

« CPA

* CPL (cost per lead)

« CPO

« AOV (average order value)
* ROl
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B3R EARE S B E AT, AT BN R T R A R DN B B AR AR
E—FoRE, CCRANLHLENFEHERFH S E LR
L EGR T ERBETNEEREF S, FE—ANKRENERTUMEE
WEKERTAE, 2%, RINFEMNEEZIERZIRIAFHER
A
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R M4 (facebook, twitter, weiboZf)

AW KNERTUERNEAN AR URESERARI ARG T T
REZZREZWNER, HNWEFZERTRZH YRR R EE T4+ £
%, DMEE Aot HATH0 A P B0 AT ol B )

2 O, WK, Wi, #FER)

EEAE, 28, TX FEREZEAFTRBNAFTFEHERMEK R LA,
BATHA 4 BB 20 T ARA B T4 89 R A% 38 . techerunch.com, variety.

com, mashable.com, theverge.com, gizmodo.com, techrepublic.

com, finance.yahoo.com/tech%,
AL

KNG B HRT, XA, AR ELRNERE R RS AN T RANHE
ITHEZVHHFZR, TUTEZAREN — 57 H# 5 H Kk 23000 % & HiF8.

M4 (Facebook, Youku, YouTube)

CEERERHNEERRZ — HFLEXMEEHMLEE RN ) &, 1B
EERARLALSFBEHARARTHERILE. ERINWENFALREETNETF
K, JE BT DA RATE P 3k B VE R SR P R AT e R 3 A e

CPIM %

P pE1T X (affiliate program) & & 11T X A F 4 2| W E E A w30, Eh
A

AEVFERBEIFDT1ITH R R ARE,
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EHIE W EEKPT (RS BIGHT)

1. bR AR JF i {3

. EEA D HE

o J PR R B A
. E A&

. BERSR

. fE A B

. B AT

2. Lifetime value (£ & 18)
AT 8 4 245 B I8 9 E & ot R lifetime value (LTV). LTVRIEE— N30 7 8
Wl R P AN AT UK F ] A6k oy 7 oy Bt B 2 R R Fe 52

ZAR BT AT AL PTR B BR P B R, A TN o o ey AR X
B, E1FHE, BNE0Y EFZREFFIET. IH—K, RIAF#HEERA
W BN T1IXTT, FREEMEEEIA, EFEIFHHER, TRFHERR
ELORMWBW LA, FHFRILCEEHWHEK, A8 ATEEKEHE LML H2
AR D F R K

3. thiFE

RGN AR FINAEEFRFANR, oMk, 1Y 25— I EkE R &
— B2 WA T, BB FBRAME R BTN AR FHRIFE, &l
IR, TRABORMRFFR, “tRE TREWASH 3 5 AL 7T I 5K 7]
Z—, EHE5%HAMNLSELECHINMNAELETUMER" , AppboyE 4 & I
Cesari Pietrzak#n 2 #F 2|, fth [6] By 28 4 78 Y8 Z BT B9 PR 37 2538 12 7 [6] B oK 3 Bl AR
114 7€ 0 37 oF B AR 7 B9 66 4

W4k, App Storet By HE 7t R AT HOR AR Z 22, EniE ERAF WA B AE A M,

F RN ZBE B ET X P ERNEDHEL N AT, Boxerty /= & &l B &
Timothy Sullivans: "X HFERWEA#ZE, EARENEEERTN
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AR R ERTE G EXWRERE O N AR N Z 2R REE, IHLH
RIRE F R LR

4.7 A P

TN AT RA AT, EFE—Rsm o AT A fiL AR ALt
HIATHER, BHEERA P REREGANERA P (MAU) =& HERKAF
(DAU) ., MATEREH N AT, ReZ2FEA N, MNEE2HEE—K
WEHRZICANl. CFET A RNEAWNPAE B R M AT 2 2T A S8
MAEF, WEETUCZEEHERS AWM ERERF, HFEESH P ik E KA
Fo

53t 1E W
MERKZEFAPNNERARFXBNREEHETEZ —, EXHLF, KX
NARFTHhEREDIA —WE AW, DIz HATUHAE (D
ANFIBE4) W a7, DRI G A, WAL

6. A P F YN (ARPU)

RARFEHETRESTFL ERREME, HARETUEETEARTIHLT
R P E AR AT R AN A, ERINWEERERX Sk Y
R BAEE, MfEe-Chat &b Anm 48 M Rk 2 R T L F R 56 R & % th i

R
J P B SO B B T R R Jm DL RAR B B ARPU AR #0038 K = & S KPTIZ = B9 K 54
o

T8 FIAE R JE B/ T 3 B [
BMEREIAHAEXRER, BNAREHRA P 4% R 0T He-Chak 2 7.
FRAE) MR RREETEZ —FENAEFN TREE - 7218,
B A 2 K i T 22 A 1 BB T

8. User Acquisition
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REFH Wiz —faeT AR 22X ARF, sHEEK, L&
BT E, BENARFHEFS R D OAE, AN E &M R BT R %
AL M AR B FTRCE], BT Al R AR B ARRE R WY S 7 i R TR Y

9. Al PRI/ B &

AT T L5 A B R A2 7 RECE IME A AT, B2 R B radmw

ﬁ@ﬁﬁ%%%%ﬁkﬁﬁm%@M?ﬁR%E%ﬁAﬁﬁm%&mﬁ%,@ﬁ
BREMNER M. SR, GHTUEFNARTFHEIF AL, EXL

Tuﬁm%wmmmﬂ%lﬂ%ﬁ&ﬁﬁﬁ#&ﬁﬁa,Mﬁ%%%%&%\%

WA P REE R E BT UAIR, Ak E R P EAE,

10. 5 F2 JF iy 22 28 - A

11. 2 #r
BA1E B FIA o AR TAE R U AR IE B Bl vk 5K, TR B AR AR
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10. B %1 X
e-ChatEl AW — T E R N gt B4 B 61, RA—BEAEIFEITHE L,

HAEITTX ARG AP ARG EEANERA FRERBABRTEINS, &
LRG| AP RERE AR AT REE X, [Tk AE R s AP
W) AT RN AE BB 4 P 3BT R ATICOH 8] AR R R IE R B 2 B 37 b Al
27 A

ICOH 7] oy 48 % 11 XU,

FEME S K S8 F dechatico® EME, Z#AFRNETFHLHA— PR AE
ER P EFE e ATAEAT -P1Y) o ZEHET UE TS E M
TRRTRR I L EEhEER e P SATEM (U TEART -P29)
B, P2 R APIWHIEEA, YHFE— RN KL, PUKF FoUEP2E
FHE5%, P2RIAFMY LA Gk XI, #iEp3, pd%F & ¥e-Chat ICO, iX#¥
— %k, PIEREP2HAW KK, TP2HHKEP3, PAWHE K. FTA dHHEFET
XIFk A5 09 38 B 20 AR T A3 AR T A BT X #HEAT 2

Besh, BATEY AT miE A Py DT X8 3F & R BUR
o R PR AR T AP2B  E R BB 50,000 % 70, Ut 3 5 48 R A 5% Am

Z7.5%,
4n B BT R A AP2 R % % A B AT 100.000 £ 70, T At i 48 #242 kK M 5% 3 An
% 10%.

DA A2 2k B3 2 42 oy JU AP S 1T R O 2
. #iFH ER % Ye-Chatth Il K 5 §1CO;
- EEWIRE (USUK/AMREE) Fafe-Chat ICO i3k, 7 SME
AR T & B TR,
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o DA B 4R T AR K SR AR R A T B RS I R e (RATE
WLl o, FATRPEE A WA e-Chat/b A 74 iy B AAE R A7 4 2.
AN, ATIHEAF, BAVESET SRR, REER) |

. BRWEENMABREEEN BRI E)

ZAH—RK, e-Chat B\t HAE £ 8 LB AR URFNGE RN, THF
fE % R B T B

e-Chat messenger # tk f1+ X1,

e e-Chat j JFI A2 77 & o 48 R Ok fFE XIS
B T2018F 1 AR MEN REFF, JERTHLAN B TR T IFFRT R
MEWRK T, EENMAEFFHeERFITIEE RN BN, ZEXEZIL
P #BWRIRAF e, R €8 TA ks

LP1AEMe-Chathf, thfat Al 8 TR B Tl RIEEZIKH. P2 R
PlA MM ILE T HAFT EF UM RRGWIRANG, ETHZNARFE, %
REM, ERREME, P2RREINMRAHECHT, XERTHUEHRFERE
), TMPL k437 1 Screens # 17 7] £ 09 4403 i,

TR, PIRA T2 =G0 COMR BB R, AR AT H

CHERAA, HFPFIR, EREZRELS TR UERRA AT P A KK
. P2 A M2 %A E AT R 49 5 3 e-Chat.
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11. e-Chattt i 1t

MEFH A ERAE, RRFHEEZ - 2RI Em T, RETFEKX
Wy R P AR, EIRINR A K S KIFIL TG AR B g o RAC 09 & A
BNEY ST AT Ko BRI R B AR5 T ALY B T R

« B Fr i B 2 A B F AT A R g

o B AT R SR o H v gh f

- EWARKEFAHMHFEE (kK. WERFKE. BES
o TENR B A B SNEEAT B 2R K F S5

. ENRRRFRE TN EEA

. “F & Rbot#y ¢ @ 1t

BANFEE R FRER P RENERT R, TREERRSHREWE R TR
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6 ) WL B K T AR ARt 9 R P AR BB 4
. ERfER IR AW IKT 4% (American Express, Visa, MasterCard,
China UnionPay, JCB%£) ;
o« ERZA AR FHATE RGN & T A0 % - 5 o 34 B e,
. EAEXBTRAANWNRE TR NIT RN T £ F 45,

RZ AT, AR T AT EA20184F RA T LR R AT & P ik B A
REBNGEH . T20195F A K JF 46 & 5 SLILR A 3RC1F 89 58 T L.
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12. BB

BTN U Mg o 2 — 4B e T, EEREAT RN BT T s THAFE
RAREX AR BB BN FREL, Rk, ZHERNA A WEK, e
Chat& —/Mkar T E KR, 4 T30 1758 B A T E AR U ey BY i gk fF, 4
b, BATRET —AFAE: wRBNFRRILE THESL MK, B2, ROWAL
AP LA — R HM AT TR RE B o — e A RBG AT, B 5%
AIFRANR, B AT M E A W5 A B B AT
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13. &5 RS ol A PR

E Mt # Hong Kong, 4th October, 2016 with Company Registration & #
. 2434664.

ik
Unit 25A, Wing Hing Commercial Building, 139 Wing Lok Street, Sheung Wan,
Hong Kong

Bk A
+8 (528) 009-06441 - Hong Kong
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