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AKX EAES QR RIFFIEFMARRERIER, AL, ARNXERSHFESHEEEBNL2RRXEREARNRRSHLETR—FRAT.
AKX ZARSZF/LRA Linux =RS3ER, Windows RERSS=HTIEEAQMMKIER .

RMES R
SE1: BERELR IP (Tik)

© 8
MEREARNMXNEIRSHEEE AN IP ltbhit, SHSISE, THEESE,

1. B] zRSHENE EEMNSHIER, BE AN 1P, #ENREAR IP EEEH,
2. EEE4ELGINEARN IP MIRIFET, HIZES > 4%,

s nsme - vot

w=RE

e
o =EoEe e mrEE 5tops. - vz =smce =
£

2
ez i mesEe s EErE e e - AT =smcr 20230108 183057 s

3. £ “YPEZR" MER, EE—MREHMARMMNXL CVM SEFIHITHE .

REERE X

IEEEEIP (eip-hz31l2i | X% HR) BHENERR
O cvmzf NAT ] % SRR BrIRELIP
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SW2: EERXFREFMIEHE

A ER
FXFRFNEEFRAFEXRE—IKITAR, TEME—KMIZAINXIEEER, FIERNXFRIXIKIZEER.

1. SEEZEENEER .
2. QIEESRTXRIKFIIRE, BEEXKAMMXIRSSREFMEI,
HBFR

IR TR

FRIDEE FRECIDR BXpERE
‘, 1 [

'
I [

e — T TRAEE—T R, MG, WEPT RN R S (T EE
i )

$H3: KEEEFREHAR

RELZEFMAEER, RERABHEAMMNXERS, EEEEFNANRRSHREETAMRMXIEHEEREDLRHAR .
HEEERIRSHRFMEFMAIIEBARSD, MEINTHEERER:
- Bf%iR: SEHIEEIAMtIL
o T—HE2E: RPRSEH
o T—Bk: SBAPEREREAN IP B=IRSEFLHIRIAN IP,
BIMREEEN BERBRE .

$H4: REL2RMX
1. BR 2NNX=RESSE, UTITTRMEFBRSEERNAT K28,
1.1 BUTINTFT&<, £ usr/local/sbin BETFEREMA vpcGateway.sh o

/usr/local/sbin/vpcGateway.sh

1.2 R MRERERES, BUTRBSAREHR,

#!/bin/bash

echo "
echo "(1)ip_forward config
file="/etc/sysctl.conf"
-i "~net\.ipv4\.ip_forward.*" &>/dev/null && -i\
's/net\.ipv4\.ip_forward.*/net\.ipv4\.ip_forward = 1/' []\
echo "net.ipv4.ip_forward = 1" >>
echo 1 >/proc/sys/net/ipv4/ip_forward
[ -eq 1 ] && echo "-->ip_forward:Success" || \
echo "-->ip_forward:Fail"
echo "(2)Iptables set
iptables -t nat -A POSTROUTING -j MASQUERADE && echo "-->nat:Success" || echo "-->nat:Fail"
iptables -t mangle -A POSTROUTING -p tcp -j TCPOPTSTRIP --strip-options timestamp && \
echo "-->mangle:Success" || echo "-->mangle:Fail"

echo "(3)nf_conntrack config

echo 262144 > /sys/module/nf_conntrack/parameters/hashsize

[ -eq 262144 ] &&\
echo "-->hashsize:Success" || echo "-->hashsize:Fail"
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echo 1048576 > /proc/sys/net/netfilter/nf_conntrack_max

[ -eq 1048576 ] &&\

echo "-->nf_conntrack_max:Success" || echo "-->nf_conntrack_max:Fail"

echo 10800 >/proc/sys/net/netfilter/nf_conntrack_tcp_timeout_established \

[ -eq 10800 ]\
&& echo "-->nf_conntrack _tcp_timeout established:Success" || \

echo "-->nf_conntrack _tcp_timeout established:Fail"

1.3 # Esc, A :wq, FREXHHIEE,
1.4 ITINTHS, IREMARXHIR.

+x /usr/local/sbin/vpcGateway.sh
echo "/usr/local/sbin/vpcGateway.sh >/tmp/vpcGateway.log 2>&1" >> /etc/rc.local

2. REXRMMXH rps:
2.1 iFINTF&S, 7 usr/local/sbin BRTFHHEMIZA set rps.sh ,

/usr/local/sbin/set_rps.sh

2.2 &7 i INIRBREER, BUTRBEARFR,

echo'

mask=0

(E0)

total_nic_queues=0
get_all_mask() {

local cpu_nums=

if [ -gt 32 J; then
mask_tail=""
mask_low32="ffffffff"

idx=

cpu_reset=

if [ -eq 0 ]; then
mask=

for ; do
mask="$mask,$mask_low32"
done

else

; do
mask_tail="$mask_tail,$mask_low32"
done

mask_head_num=

mask=

il

else

mask_num=

mask=

il

echo

}

set_rps() {

if ' command -v &=>/dev/null; then
source /etc/profile

fi

ethtool=

cpu_nums=

if [ -eq 0 ]; then

exit 0

for
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echo "cpu number:$cpu_nums mask:0x$mask"
ethSet=
for entry in ; do
eth=
nic_queues=
if
continue
fi
/proc/interrupts | "LiquidlO.*rxtx" &=>/dev/null
if [ -ne 0 ]; then

max_combined=

[[!"$max_combined" =~ ~[0-9]+%$ ]] && max_combined=1
if [ -ge ]; then

echo "$eth has equally nic queue as cpu, don't set rps for it...
continue

fi

else

echo "$eth is smartnic, set rps for it..."

fi

echo "eth:$eth queues:$nic_queues"

total_nic_queues=

(E0)

while ; do

echo >/sys/class/net/ /queues/rx-$i/rps_cpus

echo 4096 >/sys/class/net/ /queues/rx-$i/frps_flow_cnt

=

done

done

flow_entries=

echo "total_nic_queues:$total_nic_queues flow_entries:$flow_entries"
echo >/proc/sys/net/core/rps_sock_flow_entries
}

set_rps

2.3 & Esc, BN :wq, REXHFHEE.
2.4 PUTINTaR<, IREMAFHRIR

+x /usr/local/sbin/set_rps.sh
echo "/usr/local/sbin/set_rps.sh >/tmp/setRps.log 2>&1" >> [etc/rc.local
+x /etc/rc.d/rc.local

3. R LIREER, ERANNXZRSHELEEEY, HEXAM IP WRRSRL, WikEEHEB/KINAEDAM
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O BAT s
F HAVIP+Keepalived 2SI HEEER

EIEE#AYE: 2023-10-27 14:27:36

KXENBIAEEAZE VPC RiEE keepalived 34 + SRIAEIL IP (HAVIP) E2SR BAEESERH.

© i
BRI HAVIP =R FREMRAH, HERIIEE10sER, MBFE, FRX THHE,

E¥RE

BESUAISEHGOA28KRSE, —SERSE|LATEMUSHHEIRS (B Active k&) , B—ASRSBLT 12U SHSERAIRE (B Standby 1k
&), BliIE=E—1 VIP (Virtual IP) . @—03%, VIP RE—EEIRFEEN, HERS[|LMTEN, SHRSHIES VIP HERERS . STRES
EREEZHMRA, Fan, MySQL &I, Nginx Web EA,

£ VPC N=IRS[TTLUIETEE Keepalived RILMSAITHESER ., Keepalived 2ETF vrrp NI —FSIAYYE, Keepalived BtEiEid
keepalived.conf 3X{45Eh .

T
(H[3%) @
keepalivea T~ .
~<  CVM: 2z EHL

cvm, |+ EIP: SRPEAKIP
o VIP: o[NP
LI E R R S PN <{

o HEEFRIVIEMLET, AILLEE keepalived B9 VRRP MUBEERIRTES, HRER: FiRSAMMRIZREE ARP IRSIRHT _LESHENA MAC RLin
ARP %, fitk VIP EFBREiRE L,

o EBWZ VPC §1, 3Zi5aRE keepalived RIEEEERIRERH . SMENSHELL, TEXFIE:
O £ VIP ZRRMENZHRIEN SAEM IP (HAVIP) ## .
O VIP &FNEN, REER—FRNTRINREESHE.

HEETEm

o EEERSBESNXHT VRRP &5,

© %A
AEREENPHEN, MBREARESRHT VRRP &G, B HENNRE, FRNREESESE FRElXAHEENEE T VPC A
BHX; ERE keepalived BtEX P L HEEXImZEAY IP itolit, BIFEE “unicast_peer” %,

o #EEA Keepalived (1.2.24&FRELE)
o HIREREBLAT garp BX2%8. B keepalived i ARP IRXEH IP 58, MERLVUTESY, SSBEEFET, FREFKE ARP SEIBE

ﬁﬁo

garp_master_delay 1

garp_master_refresh 5

o RE— VPC THBANEREHZEREARER virp router id.
o WRERERA strict 183, BIFEMIE “vrrp_strict” EBE.

o EFIEBAMELEREN VIP 82, BNERERINEHENSTREMN IP HEFBET . NRZESFEAS/INEM IP, BINE keepalived BEE4HY
global_defs EBEiRNekEXEE “vrrp_garp_master_repeat1” ,
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BEIET advert_int 2889X/), ERMERNRRERSEE#TFEFENS . & advert_int 2803/, FISMERNTNR ESRZEIEFIER NE
(BR) HIMEIRS . & advert_int B8 K, SSRFINEHIER, TEEIRE (ARSEEIEK) . ERSEENE (ER) HksaRm!
track_script IARBIE#FMITIR (80 checkhaproxy ) Hfd interval 28iEENIES, BEHARITENSHE FAULT REHNEE.

mli%: BRSNS ERSE E3k, TLUET logrotate ETEMBAR.

RMES R

O EE
AL BYILNNTIMESH A6, SFMEMER, BESBERXGTESEHITER,
P mz=Rs3EE: HAVIP-01, 172.16.16.5
FP =R HAVIP-02, 172.16.16.6
SaAHAVIP: 172.16.16.12
EEARIP: 81.71.14.118
RIgIRE: CentOS 7.6 644

$H1: HiEVIP

1. BF IVEREERNE .

2. EEMSHES, ©&E IP SR+ > MR EER P,

3. E HAVIP EIERE, HFFR7EE, PiHN.

4. ER RN AR IP MEEPRASTR, EE HAVIP A EMNEMFNEER, RERENT.

© B
HAVIP &9 IP itlitRILAE NS BE, tRRILAFES .. MRSEFEFHES, SHIMESHRN IP ZFEFRRERR, BFRETRERFES IP. 60, Fr
BFRME: 10.0.0.0/24, MEEAIAM IPSEE 5: 10.0.0.2 - 10.0.0.254,

HiFe 2 AERIP X

G HEFNSSECREES, SslaEnisETiEE

i3] BalsE EfFie BRIt

HiiE

ERiSFEIIRY HAVIP S FEFR .
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SOHERIP  © v SRR PEETT 2
IDIEFR His Hhhit iR FifE 1, [ e NT FrifE Pl FRrEEFM R HIE B
havip- R, su P
! f;‘“‘si’" 1(gllem 14 - e s w=n 2023025 B
— b i . "

$W2: EEIRSB/MERSEE LR keepalived Rt (HF1.2.24 RFRLLLE)

AL CentOS 7.645 K EEIRS B HHIRMH keepalived BIRET X,
1. B& keepalived REFBIRFSEEHFEER,

yum list keepalived

2. (£ yum FHERRHEE,

yum install -y keepalived

3. (ERIREBANRRRMEE.

tar zxvf keepalived-1.2.24.tar.gz
cd keepalived-1.2.24

./configure --prefix=/
make; make install
chmod +Xx /etc/init.d/keepalived //BALEHEH env: /etc/init.d/keepalived: Permission denied

#%3: KHE keepalived, $ERIA VIP BIEE=RSH

1. BREHEERSEE HAVIP-01, $14F vim /etc/keepalived/keepalived.conf , {EMIEXERE .

© i
HAVIP-01#1 HAVIP-02 ZEABIRISRE SR “FINET =" , B state 1353 BACKUP, priority £33 100, {£=2rILARAEIEERAYEI%
;x&o

! Configuration File for keepalived
global_defs {
notification_email {
acassen@firewall.loc
failover@firewall.loc
sysadmin@firewall.loc
}
notification_email_from Alexandre.Cassen@firewall.loc
smtp_server 192.168.200.1
smtp_connect_timeout 30
router_id LVS_DEVEL
vrrp_skip_check _adv_addr
vrrp_garp_interval 0
vrrp_gna_interval 0
}
vrrp_script checkhaproxy

{

script "/etc/keepalived/do_sth.sh* # 1&illIISSHIZREBIETIER . HHP“do_sth.sh" X4 HAFPEEX A SHEEMEA, SR
BASTEERNT, HITHI do_sth.sh” BIRIISEIRAIHIAZIR
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interval 5
}
vrrp_instance VI_1 {
# TRERSHILE
state BACKUP # IRBUIRRESI N B
interface eth0 # IREHPE VIP BIRIK BI40 ethO
virtual_router id 51 # BcE%EEEE virtual_router id {&
nopreempt # igEIFe HIER,
# preempt_delay 10  # {¥ state MASTER B34
priority 100 # FRBRERENSFNET R
advert_int 5
authentication {
auth_type PASS
auth_pass 1111
}
unicast_src_ip 172.16.16.5 # iR EA4|FIM Pzt
unicast_peer {
172.16.16.6 # JimiZ AT IP dbtik
}
virtual_ipaddress {
172.16.16.12 # IRERJRREM VIP
}
notify_master "/etc/keepalived/notify_action.sh MASTER"
notify_backup "/etc/keepalived/notify_action.sh BACKUP"
notify_fault "/etc/keepalived/notify_action.sh FAULT"
notify_stop "/etc/keepalived/notify_action.sh STOP"
garp_master_delay 1 # iRBHIATIREESAEH ARP EF
garp_master refresh 5 # I8BFPHaAKi%X ARP IRXAIRTEIER

track_interface {
eth0 # (ERYEE VIP BIR-K 40 ethO
}
track_script {
checkhaproxy
}

2. 1% “esc” BHBEEKE, BA wq! FEHEL,
3. BRFTE=IRSEE HAVIP-02, 1T vim /etc/keepalived/keepalived.conf , {EiBXEE -

! Configuration File for keepalived
global_defs {
notification_email {
acassen@firewall.loc
failover@firewall.loc
sysadmin@firewall.loc
}
notification_email_from Alexandre.Cassen@firewall.loc
smtp_server 192.168.200.1
smtp_connect_timeout 30
router_id LVS_DEVEL
vrrp_skip_check _adv_addr
vrrp_garp_interval 0
vrrp_gna_interval 0
}
vrrp_script checkhaproxy
{
script "/etc/keepalived/do_sth.sh"
interval 5
}
vrrp_instance VI_1 {

# FEERSHER
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state BACKUP # ISBRRSH R 8"

}

interface eth0 # IREYPE VIP RIRIE 5140 ethO
virtual_router_id 51 # EgE£EE¥ virtual_router_id B
nopreempt # IS EIHe S8
# preempt_delay 10  # {X state MASTER BF4EX
priority 100 # MIRERERENSNETR
advert_int 5
authentication {

auth_type PASS

auth_pass 1111
}
unicast_src_ip 172.16.16.6 # igEAHIAM IP et
unicast_peer {

172.16.16.5 # MimiREAY IP bt
}
virtual_ipaddress {

172.16.16.12 # IRE= W HEN VIP
}
notify_master "/etc/keepalived/notify_action.sh MASTER"
notify_backup "/etc/keepalived/notify_action.sh BACKUP"
notify_fault "/etc/keepalived/notify_action.sh FAULT"
notify_stop "/etc/keepalived/notify_action.sh STOP"
garp_master_delay 1 # igBSNAERSESAEH ARP EF
garp_master_refresh 5 # IREFTRKRIXARPIRIZAIATENIEIE
track_interface {

eth0 # {ERYRE VIP BRI BI40 ethO

}
track_script {

checkhaproxy
}

4, 1% “esc” BEREKE, WA ‘wo REHEH.
5. &3 keepalived H#HZFERREEY

systemctl restart keepalived

6. REMATIRSHNIESZRE, HiBIA HAVIP BREHRIBEREERSH.

© e

BF SUREN P 2HE, FLER HAVIP SSENZRSHIET == HAVIP-01, MTEFR.

IERBIsh HAVIP-01 55851 keepalived BRS3, FRLAIEERBRT, HAVIP-01 S#iEENET R,
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mEIFRRMIP

EURRMIPAFRESAMA 2R, A, (N & VMESTHEEN O TEEECV SRR, BRARE TEERETRE.
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SR4: VIP SEMEAR IP (Wi%)
1. BAREN P S5, B S8 hEiEN HAVIP FREETROS8RE.

WA AEMIP

BABRMPATRAEAIMAA (Wkeepalived) #M, MUMRCHERBENF, REXEHHECYMNINEAD. WHECVMBESIHNM, MUMRTHEINRNS. ISERETHE.

~Hiopen R = RYI%E i g AR E-0l 4R g BXRE IR HX = FB R ame

PEIEIL PEEE FONE a8 2 BR R Be #ERL £ 4 BERE B
al o
/&R RE it R+ FRMEH BELRIP RS FA HRE 8] HRIE
ha = iga = ; o eniesiimly ins-T =i . vpe- T Subgels e 0. . =
- 172. v Dotas i g 2.0l 2020-09-15 13:43:58 B

2. TR AVSBESE AR IP IHEEPEIZSHIEN EIP, HREME, MRREURAM EIP, {557 #it AN P EHaHiE,

YERM AP X

MARHAVIP . HELHAVIPHIEIPS 2T , B WHERAEEMH. ERRESTAE X
H, WRRHERT.

WA ARIP "SRR M L FIP

1Ptk W 35 -1 Eoo wFRLR
O & FEE, HHP wRaRr 5 Mbps
BRE iy
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$5: (A notify_action.sh #{THEMNBFICR (i)

keepalived EERFRAICRTE “/var/log/message” H, SILAED RN notify BIBIASRSITEENBETICS.
1. BRTERFSE, AT vim /etc/keepalived/notify_action.sh @<iFEMEIA “notify_action.sh” , HARSWT:

#!/bin/bash
#/etc/keepalived/notify_action.sh
log_file=/var/log/keepalived.log
log_write()
{
echo "[ date '+%Y-%m-%d %T'" 1 $1" >> $log_file
}
[!-d /var/keepalived/ 1 && mkdir -p /var/keepalived/

case "$1"in
"MASTER" )
echo -n "$1" > /var/keepalived/state
log_write " notify_master"
echo -n "0" /var/keepalived/vip_check failed_count

"BACKUP" )
echo -n "$1" > /var/keepalived/state
log_write " notify_backup"

"FAULT" )
echo -n "$1" > /var/keepalived/state
log_write " notify_fault"

"STOP" )
echo -n "$1" > /var/keepalived/state

log_write " notify_stop"

*)
log_write "notify_action.sh: STATE ERROR!!!"

esac

2. 117 chmod a+x /etc/keepalived/notify_action.sh {EeBIZASIR

SW|6: WiEE=EEIRN VIP RS IP BEIERIDGR
BIER keepalived i#i2. ERFHEHEENGIE, 81 VIP SBEEERTE.
o MBEATESR, WALEHEHANSEENSETIES backup ZIRSH.

o 55h, BEILAM VPC M ping VIP B5T0, BEEMETREIRSEMNMEIER, Si0E—X, ping PERIETEIALH4% . NARM ping HAVIP 43EH
EIP, JIEEMEPHEIREMRIAENR, SNR—X, ping PERIIRIEIAEAR
o {#H ip addr show #&Z havip 2FHMEREM KL,
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FH HAVIP+Windows Server Failover Cluster 2259 H

DB

E=IEEFAdE: 2023-07-2418:33:43

1. 8@ HAVIP

BER HAVIP =§l5, 81— HAVIP, BFG%ESR elEsaREN 1P,

2. $EMRE

I SEREXNEE—H, HRRYEFEINER—LESELZ HAVIP,

BREEXMAIEEXHHERE virtual IPJ3 HAVIP,

RIS EIERE, BRIZ IR HAVIP &%,
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&g EIP SEM=ARSS

EIEE#AYE: 2023-03-28 09:59:30

B

3

iB5ia] Internet

FABMILE

AN IP (EIP) RETLUEZWIIGES, BEEMUETEERZNAM IP iht, s hiAENENRERRSHFRUSANZERNGEN. AETNESR

BEIRSH[EIYE EIP KGR A RAIEMIREE.

R{FinR

2 VPC Pi—ERRSBEWEHRSEZEAN IP, FESANZERNEEN, HEVSEE, S5 2MERE.
HRRZIGEMBEERR, ETUAERSBNESERM EIP,

. IP: 10.0.0.13 |

© ¥

@ WEARP <

EIP: 81.71.13.190

WMERRER EIP, AIHhdizdR, BT SR,

1. BF WEREERS .
2. 8% IP 5K > 2/ IP, #AAKN IP RE.

3. fE “2W IP” AR, #EFES=IRSHERNbE, AEREHE,

ARIP © -]

® 2RPas:

BZRE v

> Internet

LBEARIP, WMARIP, —HWEENERRIES =R 4,

4. L ‘BB EIP” RlE, BXRSERESH, HPERE. ESSHIRBISE BHi5EIP,

W= ATIRSBHEHEEIP
1. AR IP RE, #iE EIP AUNES > $E.

ID/&FR ity S REY 2ARIP...  ALGRS it.. ¥ HRER HEFE  IREE
eip-
REBE, FTP: EFE BRET
/N
il A e SIP: BFE =0 1 Mbps
&ip-
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