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Cisco 8BRS F A (BA) EHEEAAABUTRSHAR:
o BERWRAT RN OISO RS TR

« BERSDRIBARNE WA THEHAPWAELE

o BEHEFFEARRRE RIS E S

o BEREHERERFUHBZIAR

—fiRKG, BBE UG EMIBARRREN TRIMZBRARZR, B KELED ZH5
—ESXH, AACEFBINYTELATAENITE THETHE.
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BRI EBN BARRRETEMNMNE]. EFAFNENBAERAIN, RiITEaXN
HATEEITN, hBREMBAEEFZEMRITZENFREY, LNIERRE—R5
PEYIRITIER .

BRI BAEENHENERNNET ANRAERARIINER. RINUXRIERER
WRNFHMB ORI ZRIBE, WTHR:
F B &5

Flan, BABEF2011E8AAMNARIIIERETGERN “2011FESR RS .
AT LME LT B B B HTHIBANSRE R S:

ZPFE: http//www.cisco.com/go/cn/iba
SYEIRAETFIE: http//www.cisco.com/go/cn/iba
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WA RIS

T2 BRIBAISRIFMIRAE T BRINEZRZENRES R, XEIEZZTECisco I0S,
Cisco NX-OSEEMEEBIGSTRE (CL) HITEHEMBRERSE., TEERTZR
SSHIBEEAN, SEERBXEANKBATS,

FECLI A< I T FR:
configure terminal
NEANEERE—MENBHSWT AR
ntp server 10.10.48.17
BEEUIE NN EENB LT AT
class-map [highest class name]
URERGIERETHGS (MHAMEESRTHGS) WTHAR:
Router# enable
BEEFIRITHRBTUTIERR, NEEEN - SHITRA:
wrr-queue random-detect max-threshold 1 100 100 100 100 100
100 100 100

ASGRHYRFHRENHTESIENH I USRARER, WTHR:

interface Vlan64
ip address 10.5.204.5 255.255.255.0

() A AN
NHEETRELBXBRBABRLSFANES, HE:

http://www.cisco.com/go/cn/iba

MEZFRPURBN T AR (QPT), EIHF:
http://www.cisco.com/go/qpt

MREHEEHIMITICHREBA, FATLURERSSESR.
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BRNBAREH B BRI RRERE - P2 RBJ LU ML, IBARSR —MAERKIT,
ENENA, MAARHENTT REMRELE.

BRIBAE—MREBASRPERT BEAM, THN, £&. 22, HEPL. NA
HLAME—BERAR, FXNEHRTTHENR, BREBSSITEDE. BARBIA
HRITERA T EXRBSHBEANBEZERITHNREERTH, EETUESEFERE
BHREUFROPBRAR, MALEBORRERMEFHEAEE.

THMEZEER, B2E (ERIBAFERAIT) X4:
http://www.cisco.com/en/US/docs/solutions/Enterprise/Borderless_Networks/
Smart_Business_Architecture/SBA_Getting_Started.pdf
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LA E R E S U T ET:

o M SHER — EM R FAEIGEIBEE., WSRRE MBI AZRNERT BN AR
FREEMIEEREXMYE.

o BARER — BRIMAR ERRE . RARRREITURARETHART BERT
RN TFRE,

o MBHE —BALERNEAMLITRIRENE., ZRETRMAUEXLESRNES TR
AT EHERENERABRGR.

RNERBRELCERR T AEEAERIENER, IRDBERLE PR,

NE@REEBRBAERHIRITRINTREE, SR
BRANERATREN B AR ERE —B FERLEP A EREL
MEVPrEtEr. B USRI RIENEREEAN.
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EREBRT, AATEEBREHNBELLREESHEARAD, FRAEMNES
e, XAER-—MERANMEER, WERESWEFR-OFIISN. WAERIEML
BEFREREAALSHOER, NBERE, FRIALGERE. I, ARAOEEER
PO IE G O ZEENRZMEER, MRERBHEEREFN AL, FLIX
BEH, - ERRERRI ERERINARARSESENFBHIRENIR
FEER, REMFENERRESD.

BARER %
BRBABRLFSFERENEARNTHEREFNELAFEN, EEAEMN, &
. TEDHMEMMIRRRMA T NEERE, TABARXBRIRITATREE19%TR
EHR, BEARAFESUREZENEMERN. EAHLRZBZRNE-IFEEA
MENRFRE-—NETABO. ZiKOATETERNESESRIENEANZIRIE
EEX.

MRREMIBWBEM IR REBLERETA, BARKITERENTLUESEATLL
MERARRGEHR, WREREE. AWM, WREFERUAMEE (PoE) EHH
BENXHFELEMEERE, CRFEXRAEMARRARXLEER, EXMERT, 28
IBAB BT BEAREBE K&K OMNRE NEARR RIS RYERT R E
BRZREZTAEXERNEM NSRRI, RHEZASMNRONMEEREED. Cisco
Catalyst 3560-CHM12960-CHR I R 2B MR AT HEELE 2 /INEFE, BAHEX—
FRRERAEER,
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P £ 45 1
BRIBABRULSFEEAEATREMXINRESEMENKEEMEZ LM, Cisco
CatalystE Mg Z 24514 (CISF) BB RIS FWE WM LD SIRBEFE N K E,
XM EENSENEEMLDHCP)EIT, IPTRIEY . WORE, ZhaHuEAT
W(ARP)#M (DANFIPortFastifF MU I £ T (BPDU)BG ., BE MMM IFE T 27
MERFZZIM, BRFEUAKMMAEB+ (PoE+) . RFME (QoS) . IPAEE. BRAIH
i (CDP) MBEERELBEME., HBITINNEZEIRINT REAEN, BFE
B R M IX LRI A R i O R M — B 3F. Cisco CatalystZ 2R IR RS
SHEEEHNERBABRISFEAEAELBENMEEAASHNEASEE. B
BAEREULSFTFARERFSENEARRIEANEFREL, MNMUBERELIE
T1E,

LK ) 4t B S I

POEEBH M IF IR HLE AM LB R IRIRBMNE 1, HPoELIRIERMHHE,
Cisco Catalyst 2060CPD-8PT-Li2{ 7 /\N10/100 Mbps PoE BAA Wi 0 93l 48a& %4
B, EEEENTIKUARN LTHERROREY LS RHERPOE+B N, X—X
BN AT EF AL SRR REEEME, BYFER L ERRYIEMAE DEEIETT.
WIHEEFE B R RIS ENZIH T DiFH &k B IR AR DKM,

ZRRRIAR —NRZMEERNIREAME, ERIRISTRES BT DTHERREEE
B, UAREARZENER, EREMMPoE+ LITHRAVEAMEEH, X
BRSO AEDEIT 224K,

Cisco Catalyst 29060CPD-8PT-L 1 7] BUB S ShER B @& B as # 1Tk ee, MmMeEB 1T
EW RN TR MHPOETI REMIME R E R Z TR, HEFP— N EITHRERRENE
mF, S8t AT LAE R Bh E LSS N IE EMIPOEIR B IR I E S KM, HERRHEER S
B, WO URENEAT AR NNAR224R., FTHREXTE LITHKEE
KR DM AE S, ESHciscocom LAY {Cisco Catalyst 3560-CH12960-C %5l
REMBA=@mEN) .



1. B B3 PoE

PoE+, &m0 PoEE &, #imO
BIA30R BiE154K
BEARIGRYES Cisco Catalyst PoE& iR &

2960-CPD-8PT-L

Cisco Catalyst 3560CG-8PCE A T 4 IREAMNERAIBRIR, sEBREN LB
NG O1RE154RMPoER 1., ZRBIESES N TRAE NS IDH DEMHR124
EHEN, AXBNEZERIRPOE+ME NG OREEIXR0EME S, MREFE
FACRIFZMPOE+RE, WIPHIE, TL&EASHIMGERESGL, X—iE
BREEERE, I, 3560CG-8PCRERE—m O LIRM T FIKUARMZIF, Mmse
BRABNEETRESHNMERE.

RBB AR NN
HTEAMNEIMNEP LA RLERTERERENEARERLRE, BRMEENENE
RN ESEBRIENZEARRRIAE. X—TEEBYT R TIEZAARNAEFEME
AlRA, AREMRQFEEESHENRE. REERRIESTERADTEHNZ
MIBABREW S F &Rt ZH, WTEAR.
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B2, RRB IR TN

EFBRBEARTHA

REZRBEIBA B A UERERI 2 HEARENEASR, EXFAERAD
W, RERYRIMERNALIRRRREEENEFNAAAR., TEZMEEELH
HEEEBENEL FAE, MELAPHEARIRIBEBLXTSSHERE.
BRERBIRE RS A LT8R, "EBRMER TGN, NEmNTANE
RARFNDTHEABLUABRT, REY RIFEZANROKE.
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BERBEAT, S8 REARRAOUENIEZAANKOZEN, FEREIERIBA
BREALSF EMERMNEN RSN, ERAMD LITHER IR O R SIFEE —NMRiE
BRENE, REEMINDEBRISSMENERR, I, F-NLTHEBERER
HESWRBEBODESCSHE, A, REEBXPoEMZRFEAEKSIE - LITHEEA
EHERIKRER D, REXBRIASDABE, ATRERSHKEME, REFRE
FABRABRXBRINARL RO, RETEEAEBRZAZRNERTERERETE
YIEHBMANRO, BYX-REAEEREALRLE, EHNMHEIEZHMFHEE
BEMmO. SR, ERAMAN LTHEEREAORRTEZMNARZBHMEN.

EERT

AR RENFEEFATRHAERZTHNIRBATRLSZSFEEARRS
A, WFRTHREXRX-BEENFAEE, FSH (BABRLSFERERI
BEMEERER) 3 (IBAREILSFER/ NI EMIEBER) .

%%M”ﬁmmmﬁmkﬁﬁﬁﬁkf SR, EEXFIETH EFIRILZ AT

“REARTMIN—R, MTARERE=ZEUENI BRI, EHEKEED
%éﬂ SR, FEEEABRE LHBEARRERY., X—REATHRBATRLSZT
BEAETLAEXYIRE ZER IR AERNBPDUKIEE R, HIREAEAIR
R EATEERR RO,
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EREBEARR GO
1. BEBARZHRYLEO
2. BEH (trunk) MimOEE

21 REBANEZBYLImO

FR1:. BESATXHRRERRY LTEBORImA, FBEKE TEZHRHN
SHMADEBRZTRIIBA . B AREERER A TEL-FRRUEER K R BIIH O KE
BEERETI.

FI2: HREHEHE telnet2 i, NHEABARBRY, KBRS O = ATE
B, IRETERONEELHNS, BIEIEF2.

FE3: MRYFTMNIFOREFBEARLGHAOARE, XEGSNERRARER
RERBRINPYERE B TUBER, EARENZEOGSRERE.

default interface GigabitEthernet [slot/port]

HEFE



ERF2 EEERLE (trunk) FligOEE
$11. FiEEtherChannelf RO,

EEREZHEKAGEROR, EEEBTH Z/ZEtherChannel A WVYIEE O, it
IRfF TR EESRARERDAFRE, BEARSHAARAGEERZONDS2ES
FEARAEA, MEFATES,

FBRRBSIEH M (LACP) HWEMEEEMHIIEE N EHIRES, UWBREREBRN
EtherChannel, MNREAEBTIENIEZT ERBAZRIZSTEATRE, SFEEEANE
AFEHEXNHOQoSEBHE B HIRE N 1] HIRE.

interface range [interface type] [port 1], [interface type]
[port 2]
switchport

macro apply EgressQoS
channel-protocol lacp
channel-group [number] mode active
logging event link-status

logging event trunk-status

logging event bundle-status

20125 ¥ &

PIR2. BMEPLH,

—N8021QH YA T EZZ R ERIMRN, NEARRKIRI LE LB VLANR AE
B, PYEENVIANBIRERIZI REXENVLAN, DHCPE T FARPHK MK 1% B 7
Al{5, HfEMAEtherChannelrf, EOXMRNHOEE, FBRLTSELSRITERENE
BEHE T,

interface [interface type] [number]

switchport trunk encapsulation dotlqg

switchport trunk allowed vlan [data vlan], [voice vlan], [mgmt
vlan]

switchport trunk native vlan 999
switchport mode trunk

ip arp inspection trust

ip dhcp snooping trust

logging event link-status

no shutdown

Catalyst 2960-SHI 4500~ EEswitchport trunk encapsulation dotlgin %,

HEFE



$IE3. RPYRINVLANBRER B &,

interface Port-channel [number]

switchport trunk native vlan 999

BNt

interface range GigabitEthernet 1/0/24, GigabitEthernet 2/0/24
macro apply EgressQoS

logging event link-status

logging event trunk-status

logging event bundle-status
channel-protocol lacp

channel-group 7 mode active

no shutdown

!

interface Port-channel 7

switchport trunk encapsulation dotlg
switchport trunk native vlan 999
switchport trunk allowed vlan 100,102,115
switchport mode trunk

ip arp inspection trust

ip dhcp snooping trust

no shutdown
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RERZHI
1. BEF¥E

2. BREREMRHRM
3. BEEARR

4, BEFFImERE

5. BE Ll

FRUTREZH, FEREERIRIN LTHEREDEEIZEARIRI L&
EERAFH (trunk) FHOEENKOD., KESRESEESABEERTUERKORG
&, 7ECisco Catalyst 2960-CH, MREFEAEBRPoE, HIEEMEHTHRIES,

121 BREFS

B, WAUTHLIMFLEANQoSE: —MATHEHBRHEENMNLLERD, 5—
MRTXEFHOREN L1788,

macro name AccessEdgeQoS
auto gos voip cisco-phone
@
!
macro name EgressQoS
mls gos trust dscp
queue-set 2
srr-queue bandwidth share 1 30 35 5
priority-queue out
@
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22 AL B /535 M) 32 4411

FERRITH, B-LEHEMRSEAERAMIRIMEAN, STFEXEREMEH
DENABLTX. XERGREEBRATFRIPBRAROEE.

FEFRMETERBO WRRENTRE, SERREMEBIUR T ELAHMERE.

&1 BFPEMAERAMNEIRS R A

i e ik

A ciscolocal
Active Directory, DNS, DHCPARZE8 10.4.4810

SO RIEEFIR S 10.4.4815

P 4% B[R] 1Y AR 55 25 10.4.4817

TR BERRENER, UWERRIRBNESE.
hostname [hostname]

$B2. FEVIPEPER

VLAN FR4ktiY (VTP) RIFMEEEAEMEPPENM b QBE —NVLAN, FHEit
RENSEBIEENEIZSE. AWM, EASHBELT, VLANRERENIZEHEE
M=k, 2ZBRJLFER#ITER.

S5EMNEPHSEABVLANGEENRAS AL, RREHRMAERIMTIATROXELE
Ko Bit, BRINELREHEE T VIPERER.

vtp mode transparent
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$E3. BRRESVLANAERFIEEE (PVST+) ., PVST+EM T HVLANKIRSTP
(8021w) Efl, SHESHERM (8021D) #LL, BIEPVST+AKIZS 74N AR
EaRaEERE B4R,

SRS EEME R, BENLAERERN. BRERMNEEBRER MR
BEHNELE TRAYIEHZ BN, EXFEEMPETISBINEFRE,

spanning-tree mode rapid-pvst

STA: FRALEERQN (UDLD) . UDLDR—NEZEMNY, ZEFBEE KR UK
M REEEZIILE, URRESNYERE, ARNEEFEL[ERK, HUDLDA
M@, coZASYNNEOHOERE, 2REK2SE—RYEENK
4, BEERNRE., BRMNEGIBEERIESEAS. kI, UDLDEEE RN H
HERERPE, HZIFEOPYNPOREFKS, FIRRAZ TRELQBENKTNE
Sk,

udld enable

S5 R EEtherChannelskKERRERM B fVtbIPibut . 7EHRITH, FIZE
A T EtherChannel, BAEAIEBHENKEMN, 717 XIEtherChannel B R 885 A7
ENHEAZWIEATEL, IERBRYBMEENEITEBEIMRER L IETENFER
REIRA B Aytth PHbit

port-channel load-balance src-dst-ip

EIFE



WG MEIRZEEML

ZEHTTP (HTTPS) MZ &% (SSH) RHTTPHTelnettMX N ZE£E R M. EI1EHR
ZE2EEFRE (SSL) MEREZSE (TLS) BHETRZ5HRIEMEBIEMZRINEE,

SSHFHTTPSIML ATSRMILANRZ N Z B, XHMMUEHRITINE, BEHER
REBZM, AL TenetFIHT TP X

ip domain-name cisco.local
ip ssh version 2

no ip http server

ip http secure-server

line vty 0 15

transport input ssh

MR EEML (SNMP) AFEZEFEANEEERRS (NMS) EEMEEM &
%%, SNMPv2ct 3 RIEFIESEAEF AR (community string) #4TTHELE.

snmp-server community cisco RO
snmp-server community ciscol23 RW

20124 E3¥ 4

PR7. BEZ2AFSHIAIL.

REBRASMINE. BRMIEK (AAA) LU THRES ., FAEXNTMWEEMIRER
ZMEEHE (SSHAHTTPS) &#HRAAAZH,

REMPEANAAARSRZER B MIALESIRSE., ACSHEEEMBZIREHMHIA
IEM RN R PHITIVIEL.

TACACS+E AT RIFEMIZHEIEE ERNAAARSENEEZZMNEE M, Lo,
AETHNEINNEEMRIZBIREENLT — M ERBAAARFPRIEE, BTHEHR
TACACS+iRFE A AR, RIERASMIAMER,

enable secret clscol23

service password-encryption

!

username admin password clscol23

aaa new-model

aaa authentication login default group tacacs+ local
aaa authorization exec default group tacacs+ local
aaa authorization console

ip http authentication aaa

tacacs-server host 10.4.48.15 key SecretKey

HEFE



HIR8: MENMEL.

MER A (NTP) BTFRESMEIESR. NTPREBEMNUERNEDR, 20586 R
SREENTLERNHRETFHBERBNBEE. AENTPEVMPIMES 5 &L
EE.
MLRIZ KRR E N SMEFRHAMNTPIRSBRIFELS . NNTPRSEFBEESLSEXK
BIMNBRENEERNNEER., NEHEEE., BENYERmEHTHRE, EREF
RENEE, XERATUSANMERFEESHNRISE,

ntp server 10.4.48.17

!

clock timezone PST -8

clock summer-time PDT recurring
|

service timestamps debug datetime msec localtime
service timestamps log datetime msec localtime

23 FLEBN B

BARRZBEAVLAN, BRETERZHREN DB = MEBEMLE:

o BIEVLANNER T IPBRIFE AN ABERMIRERMMEZHEIIEE. NEEMEERDA
FHRELLHITERE.

o EFVLANNIPRIFRMEMZ R, MEEREEOASNRELRTRE.

o BEERVIANARMAERZEORMEFAMEHEINEE. EEVLANTEEME G A S
O LRE, TMHMVIANEZEOREE—KA.

B BRI LEREHIE. BENEEVLAN, UERBEEDR Ak, IPEIEN

HREERONERE,

vlan [data vlan], [voice vlan], [management vlan]
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$RR2. BETHNERE
NERGAEE —MPiidl, LMEREBESTH N EENERITER.,

interface vlan [management vlan]
ip address [ip address] [mask]
no shutdown

ip default-gateway [default router]

B T Catalyst 45002 BAIAB AIP routing, FTAE7E %7~ M EFE Mip default-gateway
WY, FAZTSETSFEEANME.
ip route 0.0.0.0 0.0.0.0 [default router]

$E3. EEDHCPYITFIARPA,

DHCPY W R —1DHCPZ £, MREERATIEEO LWDHCPEE, Fa{E#
OREREY L ARPHEE NS HMDHCPARS SIS M E MIDHCPIR S 22 MR R 1 F
=80,

HIBIEVLAN L 5 FADHCPYA TR, RERAIGEIRH R VLANFHIDHCPHEE ., XA
RARRINDHCPAR S BE LA R B A A IR F o it .

REHEEFARE, DHCPYEITINAEIR BRX B T X #a i/l £ A # R 0] 53 O fIMAC i
Hh, IPHbiE, FAAARTE., HWAPEE . VLANGRS FEOEE,. DHCPY MK XLEEETF
EEDHCPAIER T, MEBEDHCPYLY, BRAUT2BEXMIGS:

ip dhcp snooping vlan [data vlan], [voice vlan]
no ip dhcp snooping information option
ip dhcp snooping

FASARPRN (DA A BUBBRARPEIRI S . ARPHEIRI L 2 B & [ 4 ith P B & 3%
HARPEBH —FMIESE, X—EEEEHREEN LIRZWARPERER, UER
HERITHEAKRSE.

DA FIDHCP I ThBEE VR, HEFAERED EERMBILFABARPEIE R

IPEIMACHINE X R, RO LEBWRIMWARPHIBERAHTRIE, EFRAEEODL
BERNTHEREENEER.

HEFE



Fit B ARPR

ip arp inspection vlan [data vlan], [voice vlan]

3. DHCP 0T AARPAS

DHCPYMWT4IER ZIDHCPRR %

” BHAEED

P ryeren (10420010) DHOP ACK:

o o o S 22
2 DD 1041020 . CEREZEOSENEERIPH I
V24 EE 10420010 LR EEEEEEEEE LS ]
— = (3

IP: 1041010 P 10.410.20
MAC: AA MAC: DD

$R4: T8O LB EBPDUR,

BPDURG#8ERF LE PR RRAVBA R AR AR, X2SELERNH, REENE
FBERER .

MR —EE T PortFastfWiE OEW R —BPDU, NRBEALTHEE, MEET K
RINIEEZ S, BPDURIhEETE /B APortFastiyiEn T, HiEOWRIBPDUR, £¥3k
SCR (nontrunking) EOETMIE (errdisable) RAS, MMBHLIEIREE,

El4. BPDURG# ShBEHE B R 47 i O Y15 T

'\ BT B T PortFast,

5B T2 N B @ R
N/ E
M HSEET E4%E, NTSHTER _/
WRE-GBYIEA TiwA, NWEAZEO,

spanning-tree portfast bpudguard default
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12 R4 LB X FiniEE

YRR LENZSMNEONAEREERN, AMAEE, BEMinterface range®™< .
BREAE-RZGS, REKERNNAZZNMED., BAEARPRSHEON
BREHYHEE, X—BREETERENE., i1, ATHSELERMNESIIsNED
(Gig 0/1%IGig 0/8) LHABS,

interface range GigabitEthernet 0/1-8

PR BEXRIED, UXEEFIHMIPEE,

FHNEOBREXIEPC, BERTLEAL. RN LIREERNTRERE, JLURAHERE
Z12802.3AF/AT 3%,

interface range [interface type] [port number]-[port number]
switchport access vlan [data vlan]
switchport voice vlan [voice vlan]

EAREAZRRERKBERIEE, ATUTESE APortFast, ZA8021qiw ALR
(trunking) FLEEH, MBEEOHAKRLRDSHIERE.

switchport host
FrEEREFHNEOFSAF - DT EEPCH/H— N BRHIPHEIEEE IR,
REEMEEQSSH., HEZETERBIEE, SEBY RAIXEEIE, SHBIEHEE

PR MR ZHBEIARNTEE, FIEREBRIRENREHEEIRCHR DM A HRS KR
(CoS) 0,

ZEFEAQoS, BENAEFARERFPENMNEADEQOSE.
macro apply AccessEdgeQoS

EIFE



SR EEOLIRBROZS,

MACZ AW H AkaEREMNX R EELBREZAMHEMBEIMIEAD. KA
SERERE S —im O ERRRNMACHEN 3B, MMBFEMACTZ HRE.

ﬁuzﬁ@ EREZEEORENRATFRE TERBUEHIMACH I A ARE
BN, NTERBIUENHMACHUIEIR N ZEMACHHE, o, ERI—VLANFH
HEO b, §2BFAFRBXLEMACH IR EET

BERERFPHOMACHIINH BB REZEOHRTERE, NETERE, RIEBIDET

ik, RAHBZFEIFE, ZRBERMAREBE S EONRIPMACHEHE ., R HBHEE

REBERY, BREBARZIHSHBUNESR, NIRERFZMEILH RIFREBSE.
BEREANR, REGHSHUATRAZFEAN]

BMED EAWIFHVACHEL I B RESMMNBERME. B2, EMLNA,
IPEREMKELTRELRENERRS THIMEXAENER, FENHE-REST
AMIASHENOEE . N ERNBEBR N ELHRT R, XRP T NEEM
R,

EEOEHTERE, FHEUE11MMACHH; HEAMACHHINIKIAKER, ERE%
WEF:

switchport port-security maximum 11
switchport port-security

REEMRE, E220 8 REEREIEFTRABMACH LM R Y5 2R 5 BIER

switchport port-security aging time 2
switchport port-security aging type inactivity

BERFIETN, EFENHOMACHUERE, BEFREXMARO, ZEETHRFRIPEE
EAEROZEHENED LDBeEET:

switchport port-security violation restrict

20124 E3¥ 4

$E3. £1E0 LFEDHCPYTFIARPK

im0 £ B AARPKNFIDHCPIANT, LA100ppsHIERELETRE.

ip arp inspection limit rate 100
ip dhcp snooping limit rate 100

$E4. F1E0O0 LEEBEIPRF.

IPRFFHF 2 —Fpr Lt D AFEREIRRIPHIRBEEEERE (BIPEFRIR) WF
. IPRBFIFEARKEDHCPETHEER, FEQO LHANEE — MmO HEIEH 5%
(PACL) , $E4{H{A3k B 8 FDHCPIRLIER PR IPHEI YR &8 T

ip verify source

HEFE



2 3Fn47RH51
VLAN 100 VLAN 102 IP: 10.10.15.57
HHIEVLAN EZVLAN VLAN 115
EEVLAN
o 4= .
vlan 100
name Data
vlan 102
name Voice
vlan 115

name Management
!
interface Vlan 115
description in-band management
ip address 10.10.15.57 255.255.255.0
no shutdown
!
ip default-gateway 10.10.15.1
!
ip dhcp snooping vlan 100,102
no ip dhcp snooping information option
ip dhcp snooping
ip arp inspection vlan 100,102
!
interface range GigabitEthernet 0/1-8
switchport access vlan 100
switchport voice vlan 102
switchport host
macro apply AccessEdgeQoS
switchport port-security maximum 11
switchport port-security
switchport port-security aging time 2
switchport port-security aging type inactivity
switchport port-security violation restrict

20125 ¥ &

ip arp inspection limit rate 100
ip dhcp snooping limit rate 100

ip verify source

TEFFS AL E L 3T R &

WRFFANA T NAEEMNERRTIRAE) LA R IR A BEE% .

EERT

BMATRZEZBRIRVE LFP AR OBENRESRSEATEARR
NS EAEE. HAEFWENRERA LTI,

$E1. BlEFtherChannelf RO,

EEREZHEROGEREOG, STEERE TS =/ZEEtherChannelX RYIEED., Rt
IFF# TR B RARERDFAERE, RAIASHAAGOEEZEONGSSES
FERAED, MEEAIES.

BEEERESESIMIL (LACP) MEAEEERWINRE NENRS, UBRERERD
EtherChannel, EREHAERBQSHEZTS (ERFI1FALEFEN), RIERE
BIfE LR .

interface range [interface type] [port 1], [interface type]
[port 2]
switchport

macro apply EgressQoS
channel-protocol lacp
channel-group [number] mode active
logging event link-status

logging event trunk-status

logging event bundle-status

HEFE



$B2. BWEHYE (trunk) .

—N8021QF4E (trunk) ATFEEM EFEE, NEABRRBRY EE LHEIEVLANE
ME=ERSE. ZP4% ETIFHVIANGER FEAB R EBUEVLAN, DHCPYE
W AARPANZ B R A5, X AEtherChannelit, BOER NIKOIEE, wEKINS
LSBT REBENSEAETE.

interface [interface type] [number]

switchport trunk encapsulation dotlqg
switchport trunk allowed vlan [data vlan], [voice vlan], [mgmt

vlan]
switchport mode trunk
ip arp inspection trust
ip dhcp snooping trust
logging event link-status
no shutdown

HEB3. MEIP g EVLAN Hopping (BkERTE)

Lesh, BARTEEMRD, BFEEERGEGE—IN8021Q HrA/AMAIREMN. MR
WHEFMA T EB021QAMVLAN, MAREBLE - oH, HERRETIRCAH
VLANER, E—-IMSHEIENPRCEDER. HZ2oAZRBRIRIE, REHE=
MMRCEHRAE, XMEEEBRM D AN RS BFRVLANAF,

DELE, XLUFE-—TTENEM. BX—RHEHHRESENOMN, ZNETL2HR
EERE, ME, BRIEREHEEIMERBVLANID, SNTERHITHKE,

SHBRIX —WERE XN E L ERENEARE 26 EH A RV R
8021QH 4kEERE FELE — N EAAIVLAN, FERAMELUEN. ERAVLANIER AL
VLANT] LR D IR8021QFRIE 0 B i 1T VLANBE BRI th Ry T BE 14 .

Vlan 999
I

interface [interface type] [number]
switchport trunk native vlan 999
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& 5. VLANBE BRI T

8021qh gk At

’ VLAN A F VLAN B

Iﬁﬁ%; 8021qh 4k

- ->
* o O
Tomgr T wE Bz

BN

interface range GigabitEthernet 0/9, GigabitEthernet 0/10

macro apply EgressQoS

logging event link-status

logging event trunk-status

logging event bundle-status
channel-protocol lacp

channel-group 7 mode active

no shutdown

!
interface Port-channel 7

switchport trunk encapsulation dotlg
switchport trunk native vlan 999
switchport trunk allowed vlan 100,102,115
switchport mode trunk

ip arp inspection trust

ip dhcp snooping trust

no shutdown

EIFE



<A FmmmolER

AT RS RARAZRIDER T SHBABELE T &

e XS, Vil ERRES AR
RRBIA Catalyst 2960-C & /&R 3 #H WS-2960CPD-8PT-L 12.2 (55) EX2
ZREAZ Catalyst 3560-C & /&R i, WS-3560CG-8PC-S 12.2 (55) EX2
BEAIRH Catalyst 2960S Stackable WS-C2960S-24PD-L Catalyst 2960S 24 GigE PoE+, 2 x 10G SFP+ LAN Base 15.0 (1) SE1
Ethernet 10/100/1000 3% 0, WS-C2960S-48FPD-L Catalyst 2960S 48 GigE PoE +, 2 x 10G SFP+ LAN Base
HPoE+ FEBIEIR WS-C2960S-24PS-L Catalyst 2960S 24 GigE PoE+, 4 x SFP LAN Base
WS-C2960S-48FPS-L Catalyst 2960S 48 GigE PoE+, 4 x SFP LAN Base
C2960S-STACK= Catalyst 2960S Flexstack Stack Module
BEAIR Catalyst 3560X Ethernet WS-C3560X-24P-S Catalyst 3750 24 10/100/1000T PoE + and IPB Image 15.0 (1) SE1
10/100/1000 ¥ 0, #PoE+# WS-C3560X-48PF-S Catalyst 3750 48 10/100/1000T Full PoE + and IPB Image
TR R C3KX-NM-1G Catalyst 3750X 1Gig SFP Uplink Module
C3KX-NM-10G Catalyst 3750X 10Gig SFP+ Uplink Module
BEARIRE Catalyst 3750X Stackable Ethernet | WS-C3750X-24P-S Catalyst 3750 24 10/100/1000T PoE + and IPB Image 15.0 (1) SE1
10/100/10003% 0, #PoE+ 1 £ WS-C3750X-48PF-S Catalyst 3750 48 10/100/1000T Full PoE + and IPB Image
TTHERGE IR C3KX-NM-1G Catalyst 3750X 1Gig SFP Uplink Module
C3KX-NM-10G Catalyst 3750X 10Gig SFP+ Uplink Module
BEAZBRL Catalyst 4507R+E WS-C4507R+E Catalyst 4500 E-Series 7-Slot Chassis with 48Gbps per Slot 15.0 (2) XO
WEE |2 WS-X45-SUP7L-E Catalyst 4500 E-Series Supervisor LE, 520Gbps
ER R WS-X4648-RJ45V+E 4500 E-Series 48-Port PoE+ Ready 10/100/1000 (RJ45)
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aaa authorization console
B{j >§ B : aaa authorization exec default group tacacs+ local

=Nt

aaa session-id common
clock timezone PST -8

208 clock summer-time PDT recurring
Current configuration : 1 1 bytes
'u g * Y system mtu routing 1500
: I
version 12.2 |
no service pad :
. v ) p ) ip dhcp snooping vlan 100,102
service timestamps debug datetime msec . . . .
no ip dhcp snooping information option

service timestamps log datetime msec . )

. . ip dhcp snooping
no service password-encryption

hostname A2960C-1
I

ip domain-name cisco.local
ip arp inspection vlan 100-102
vtp mode transparent

udld enable
boot-start-marker

boot-end-marker
!
username admin privilege 15 password 7 130646010803557878'

enable secret 5 $1$2HEt$LSzYeOPaxOEV1ky2AAmdZ0
!

|

mls gos map policed-dscp 0 10 18 to 8

mls gos map cos-dscp 0 8 16 24 32 46 48 56

mls gos srr-queue input bandwidth 70 30

mls gos srr-queue input threshold 1 80 90

macro name AccessEdgeQos mls gos srr-queue input priority-queue 2 bandwidth 30
auto gos voip cisco-phone

@

macro name EgressQoS

mls gos srr-queue input cos-map queue 1 threshold 2 3
mls gos srr-queue input cos-map queue 1 threshold 3 6 7

) mls gos srr-queue input cos-map queue 2 threshold 1 4
-5 qos tr;st dscp mls gos srr-queue input dscp-map queue 1 threshold 2 24

—_ t .
queue-se mls gos srr-queue input dscp-map queue 1 threshold 3 48 49 50 51

srr-queue bandwidth share 1 30 35 5

52 53 54 55
priority-queue out mls gos srr-queue input dscp-map queue 1 threshold 3 56 57 58 59
? 60 61 62 63
) mls gos srr-queue input dscp-map queue 2 threshold 3 32 33 40 41
aaa new-model 42 43 44 45

I
; mls gos srr-queue input dscp-map queue 2 threshold 3 46 47
) mls gos srr-queue output cos-map queue 1 threshold 3 4 5
aaa authentication login default group tacacs+ local
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mls gos srr-queue output cos-map queue 2 threshold 1 2

mls gos srr-queue output cos-map queue 2 threshold 2 3

mls gos srr-queue output cos-map queue 2 threshold 3 6 7

mls gos srr-queue output cos-map queue 3 threshold 3 0

mls gos srr-queue output cos-map queue 4 threshold 3 1

mls gos srr-queue output dscp-map queue 1 threshold 3 32 33 40 41
42 43 44 45

mls gos srr-queue output dscp-map queue 1 threshold 3 46 47

mls gos srr-queue output dscp-map queue 2 threshold 1 16 17 18 19
20 21 22 23

mls gos srr-queue output dscp-map queue threshold 1 26 27 28 29
30 31 34 35

mls gos srr-queue output dscp-map queue 2 threshold 1 36 37 38 39
mls gos srr-queue output dscp-map queue 2 threshold 2 24

mls gos srr-queue output dscp-map queue 2 threshold 3 48 49 50 51
52 53 54 55

mls gos srr-queue output dscp-map queue threshold 3 56 57 58 59
60 61 62 63

mls gos srr-queue output dscp-map queue threshold 3 01 2 3 45
67

mls gos srr-queue output dscp-map queue threshold 1 8 9 11 13
15

mls gos srr-queue output dscp-map queue 4 threshold 2 10 12 14
mls gos queue-set output 1 threshold 1 100 100 50 200

mls gos queue-set output 1 threshold 2 125 125 100 400

mls gos queue-set output 1 threshold 3 100 100 100 400

mls gos queue-set output 1 threshold 4 60 150 50 200

mls gos queue-set output 1 buffers 15 25 40 20

mls gos

crypto pki trustpoint TP-self-signed-2192690432
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-2192690432
revocation-check none
rsakeypair TP-self-signed-2192690432

20124 ¥ &

crypto pki certificate chain TP-self-signed-2192690432
certificate self-signed 01
3082024C 308201B5 A0030201 02020101 300D0609 2A864886 F70D0101

04050030

TAS55723A F61AOQF5D 25DE945F 9D700C39
quit
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
spanning-tree portfast bpudguard default
!
auto gos srnd4
|
|
!
port-channel load-balance src-dst-ip
!
vlan internal allocation policy ascending
!
vlan 100
name Data
!
vlan 102
name Voice
!
vlan 115
name Management
!
vlan 999
name VlanHopping
!
ip ssh version 2
!
class-map match-all AUTOQOS VOIP DATA CLASS
match ip dscp ef
class-map match-all AUTOQOS DEFAULT CLASS
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match access-group name AUTOQOS-ACL-DEFAULT mls gos trust device cisco-phone
class-map match-all AUTOQOS VOIP SIGNAL CLASS mls qgos trust cos

match ip dscp cs3 macro description AccessEdgeQoS
! auto gos voip cisco-phone

! spanning-tree portfast

policy-map AUTOQOS-SRND4-CISCOPHONE-POLICY service-policy input AUTOQOS-SRND4-CISCOPHONE-POLICY
class AUTOQOS VOIP DATA CLASS ip verify source
set dscp ef ip dhcp snooping limit rate 100

police 128000 8000 exceed-action policed-dscp-transmit !
class AUTOQOS VOIP SIGNAL CLASS
set dscp cs3 !

police 32000 8000 exceed-action policed-dscp-transmit interface FastEthernet0/8
class AUTOQOS DEFAULT CLASS switchport access vlan 100
set dscp default switchport mode access
police 10000000 8000 exceed-action policed-dscp-transmit switchport voice vlan 102

! switchport port-security maximum 11
! switchport port-security
! switchport port-security aging time 2

interface Port-channell switchport port-security violation restrict
switchport trunk native vlan 999 switchport port-security aging type inactivity
switchport trunk allowed vlan 100,101,115 ip arp inspection limit rate 100

switchport mode trunk srr-queue bandwidth share 1 30 35 5

ip arp inspection trust priority-queue out

ip dhcp snooping trust mls gos trust device cisco-phone

! mls gos trust cos

interface FastEthernet0/1 macro description AccessEdgeQoS

switchport access vlan 100 auto gos voip cisco-phone

switchport mode access spanning-tree portfast

switchport voice vlan 102 service-policy input AUTOQOS-SRND4-CISCOPHONE-POLICY
switchport port-security maximum 11 ip verify source

switchport port-security ip dhcp snooping limit rate 100

switchport port-security aging time 2 !

switchport port-security violation restrict interface GigabitEthernet0/1

switchport port-security aging type inactivity switchport trunk native wvlan 999

ip arp inspection limit rate 100 switchport trunk allowed vlan 100,102,115
srr-queue bandwidth share 1 30 35 5 switchport mode trunk

priority-queue out ip arp inspection trust

20125F B35 fiis%B: Fmblk



logging event trunk-status interface Vlanll5

logging event bundle-status ip address 10.10.115.56 255.255.255.0
srr-queue bandwidth share 1 30 35 5 !

queue-set 2 ip default-gateway 10.10.15.1

priority-queue out ip http server
mls gos trust dscp ip http secure-server

macro description EgressQoS !

channel-protocol lacp ip access-list extended AUTOQOS-ACL-DEFAULT
channel-group 1 mode active permit ip any any

ip dhcp snooping trust ip sla enable reaction-alerts

! snmp-server community cisco RO
interface GigabitEthernet0/2 snmp-server community ciscol23 RW
switchport trunk native wvlan 999 tacacs-server host 10.4.48.15 key 7 113A1C0605171F270133
switchport trunk allowed vlan 100,102,115 tacacs-server directed-request

switchport mode trunk !

ip arp inspection trust line con 0

logging event trunk-status line vty 0 4

logging event bundle-status length 0

srr-queue bandwidth share 1 30 35 5 transport input ssh

queue-set 2 line vty 5 15

priority-queue out length 0O

mls gos trust dscp transport input ssh

macro description EgressQoS !
channel-protocol lacp ntp clock-period 36028990

channel-group 1 mode active ntp server 10.4.48.17
ip dhcp snooping trust end

|
interface Vlanl

no ip address

shutdown
|
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