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1. EREBAREHE, RERGRAFTHENNENRSERE: 2208,
2. EREN, MITREMA:

cloud_install_limo

3. BEINTERNRABR A M RRAI:

checking the md5 file...

check package success
install package success
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BEER

BIFRGRNASBHRORKAIINRNIN, ERSRiROFIRIEME.
RERERAXEEFRAR, B0 /etc. /bin. ~/.ssh &,

BT tmp BR®, EftERARIFHE 777 R

A FIRSBIREEREIZTT, 8 dmesg. syslog. wtmp. btmp. sudo &,

IRERENMXIESZSERN, BRAZSMIRO (40137, 139, 445%, FRUMTHRE) , (NAKRENIRD; BINER iptables FIARRFAGRO,
BMAMFEERRO, F41 HTTP80. SSH22. RDP3389. HTTPS443 &,

EH
RS BTR ENABRSS IR O ERiER
Rlogin 513 Rlogin Z&BER .
MySQL 3306 MySQL ssO<¢REERE.
SQL Server 1433. 1434 SQL Server 55O04$KkSERE.
Windows SMB  137. 139. 445 kiEZz#iRiE, SMB iEE.
Rsync 873 Rsync FERBITER o
Docker 2375 Docker Remote API KE sz o
CouchDB 5984 CouchDB KEARiRRHSHRARHSHIT.
Redis 6379 Redis FENFiR o
Tomcat 8080 Tomcat/WDCP ENEERSR, EiIASEOL,
Easticsearch 9200 ElasticSearch @&<$HTiRIE.
Memcached 1211 Memcached K5
Mongodb 27017. 27018 MongoDB FKEisidl .
Hadoop 50070. 50030 Hadoop BhAixOFRERAE
N (Linux)
Linux SiFEfHEcE
BB ERRGRHEEEXAERRGER:
CentOS R
BIGhRA Yum igitsiit
CentOS https://mirrors.cloud.tencent.com/help/centos.html https://mirrors.cloud.tencent.com/help/epel.html
A ER:

BN BIREIfIFED, FDIRIEREIT: cp /etc/yum.repos.d/CentOS-Base.repo /etc/yum.repos.d/CentOS-Base.repo.bak o

Ubuntu R5Iig
BIRIRA APT [Rittiit
Ubuntu https://mirrors.cloud.tencent.com/help/ubuntu.html
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O EE:
EIWEHEIHRRIIFSEN, FDRIESIENT: cp /etc/apt/sources.list /etc/apt/sources.list.bak o

Debian R3I#&
BIGhRA APT iRithht
Debian https://mirrors.cloud.tencent.com/help/debian.html
https://mirrors.cloud.tencent.com/help/debian-security.html
Ao ERE:

EWEMAEHERIMIFED, SIRERZIUMT: cp /etc/apt/sources.list /etc/apt/sources.list.bak o

Linux O<5KREME
BREBR INBEOSHERES, FREISHEITREE
wERE f5A®< cat /etc/login.defs/grep PASS 0 cat /etc/pam.d/system-auth BEEZEEILIZE .
1. EE&S vi /etc/login.defs {EMEEH.
PASSMAX_DAYS 90 #¥rZRFPIEERIKERRE
PASS_MIN_DAYS 0 ##ii2FPHEIERIEFERXE
PASS_WARN_AGE 7 ##miZFFPHIZEEIHIRaiiREE X
f£H chage m<EMEFIZE, Fit0:
IESE chage -m 0 -M 30 -E 2000-01-01 -W 7 <fIR&>
= BUAPHEERKERXEIRH30, REFEAXHIRH0, FiE200050150182H, SHiE 7 XBEE
mpo
2. SEEEHE 10 REE, KSHHE 5 28k,
fERA&S vi /etc/pam.d/system-auth {EMECEIE, FRN
auth required pam_tally.so onerr=fail deny=10 unlock_time=300
i BRHiAP faillog —u <APS> -r
ELE7iE vi /etc/login.defs F vi /etc/pam.d/ system-auth , iEEEERENNEFIERS .
&t HERAPINEEEEER, BEREX root FEY.
BREER MigBEOSRIMRE
wEGE MFRABFSOSNEEANRS, NEEAFPOSRIMEFRNTFSIL,
B SERBIRE
‘ EMX4 /etc/login.defs HRigE PASS MIN_LEN F/MWFHREES,
1. PESH
ERRENF SIS EBARKI
BiAE 2. IRIRE
REEHREBHARSEREASR, ABH passwd HSEMER, HKENFSMIRTRER:
BAD PASSWORD: it is too short
875 &3 /etc/login.defs , PASS_MIN_LEN ZRBi<EEMEF0.
&iE %
BEEn BINEERZBRAEPER
wEGE cat /root/.ssh/authorized_keys , BEEEESFZWFEH,
1. Bid ssh—-keygen &£ FEZIEHIZH;
Esx

2. 4§ /root/.ssh/id_rsa.pub RFENFERIEZHEF /root/.ssh/authorized_keys .
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w7 HESFu
MBESKAN, cat .ssh/authorized keys , EEREFE.

Linux SSH IRSSNE
{ERRIASR N M Nt
BIERE

1. Vi /etc/ssh/sshd_config
2. i¥B#Port 22, b0 Port XXXX, staEEIEEIARO
3. i#¥hN ListenAddress <#siisiribiib>, 0 ListenAddress 10.104.233.1,

ERSIEEREMEN
BIERE

1. Vi /etc/ssh/sshd_config
2. BGEiFEE#ClientAlivelnterval 0, 273 ClientAlivelnterval 600 5 900, 1093 $sk&157 BB .
3. i ListenAddress <#Aithisifrittik>, 40 ListenAddress 10.104.233.1,

ERRXIEREEER IP RENRA LSS
BRIEGE

1. Iptables -A INPUT -s 192.168.0.0/24 -m state --state NEW -p tcp --dport 22 -j ACCEPT
2. iXE192.168.0.0/24 AL I E S E XM Eitbit

BRI TSHEKFER
BIERE

1. Vi /etc/ssh/sshd_config
2. #Zl PermitEmptyPasswords IR, {§E%H no, BIRAIFEZBEFE,

Linux BfEixOE
HNESHRE, EERETEEBROFN
BIERE

1. netstat -anltp
2. BEFEIELSSHOTIMF ( #070.0.0.0:XXX) , AIXiAERBRSSSHIKOFTYIRIHIE o

Linux S H-NE

BIERE
1. BE suid #l sgid FIXHEEHEINEIRNE . BREREEEAFPERARLHSHTUEEERAFPIIR, EEHIRAHHES:

find /usr/bin/chage /usr/bin/gpasswd /usr/bin/wall /usr/bin/chfn /usr/bin/chsh /usr/bin/newgrp /usr/bin/write /usr/sbin/usernetctl
/usr/sbin/traceroute /bin/mount /binfJumount /bin/ping /sbin/netreport -type f -perm +6000 2>/dev/null

2. NREFEWMHER, WEEM chmod 755 UG fESIERSIHFRIBR, BI40: chmod a-s /usr/bin/chage o

AR (Windows)
{eRiR R mEbARO

BZa RrEimiz 2 EARSS ( RDP )BEKAR D

E2i5A TRefERRRIARTIRO 3389,
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R{FiEm

wAEE

. SERERME

FIHGQRTH, BTW$ regedit STHITMERIESE, NERBE
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp , {E2ZFR7
“PortNumber” HIERISIE, EEFFTHIMES389,

. HFERIERER

FEERRATREER.

. HERH

FEHER Windows £, FEENER IP B RS mEEERFEEHaETEN.

. RRRE

HASSIRTH, B57%% regedit FTFHEMEREEE, NSHER
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp , &B&
“PortNumber” HIHERSIERESFTEIMES389,

EE Windows ZE5SRE

REERY
wELE

B

wAEE

RIS FAF BB B RS
TR DI ZORBER, RIEESEREITRE
1. SEMERME

FIFGSRETN, Bf7a< gpedit.msc IFFARBRIESR, WEHEE “FibitENEEHENEE Windows 2E\R2IRE
\IkFERER\ZROEREE” , BB “ERSKEEN(ERGIR) . “SRsEFERH(ERNR)” « “ERRKESIME” . “EHED
BL” HEEE, FEA “EEEREER .

2. EFREWT:

2.1 WSS > SRS

o EBUAFSEAER: B

0 BBRESRIME: 8MTH

O EMBEEERER: 0X

O BBBKEHR: 90X

o BHEBES: 1 B EED

o FEERMIERIE D B2
2.2. KPR > PR

O WPBERSE: 3054

O WPSERE: 10RTRER

o EEKFHEITHE: 3094
2.3. AHIEERE > HLHTR

SEXBR: FEFRENARE: 2R

HIERE

RENEERELTRS:

o FEERBEFHESERMERIEND.
o FHERBEXEIEND.

o FUEREBRFHMIENED.

o BRERIKBFHRIENEN,

THEBEIEFREEX 2 RIS

BE& Windows FE£H¢R

BREER
wELE
MESE

MFR e iESE . TXMF .
HEHERBPHRIRZESEN, FARTKFHRREMTXUER

SERBIME
1. fIFEGLRTH, B78< gpedit. msc TFHARIERIE:E, JEREE “FHHBENRETENEE Windows iIRE\&Z£igE

\ RIS\ REIER .

2. MIFRERER XK, BIENT:

O {EA “net user WFE /del” MIFRFTXMF .
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O A “netuser WA /active:no” BIELXMF o

HERM

wAEE = U
EEAREWKF, HESHRRMERCSIRRERTXEF o

EE Windows $Hi%

RERA iE® Windows MKP&EIRMERM, HESREN.
wEGE FEHERBEPHEIRSET, (EEEREEIE

SEMEIRME

1. {TH&SIRRN, B7a<¢ gpedit. msc FTFHARIERIESS .
2. 33 “AibitENEE\TENESR Windows I8B\ZLIRBE\ A 1R\ ZLIER”
3. EEFREWT:

RIS ATh

HZEREM: NI, £,

HEMRIBIE: B

HOHTRIRER: AT, K.

HZERRSHIE: KL, M.

HIZRAEM: M, KK,

HEWFRERES: B, XK.

HIZWFEE: R, KK,

MESE

O O O O O O O ©O

HIERE
BTSE o BEMRREKRF,
o EHRFHBIERESERRRITXMMWS .

HE BEF . ‘R | “RRE PREHTERE, BFIREN20480KBHES.

kit Windows BEIIRS

2REERY PSS RAFRRSZEE, MHCERER, MOSHER,.

A “IEHIER” , 37 “EIETR” ) “IRS” , RARmILSHEIHR, SFALTRS:
o Alerter BRS3

o Clipbook BRs3
o Computer Browser
o Messenger

Remote Registry Service

Routing and Remote Access

Simple Mail Trasfer Protocol(SMTP) (@it )

Simple Network Management Protocol(SNMP) Service (mik)
« Simple Network Management Protocol(SNMP) Trap (@i )

e Telnet

« World Wide Web Publishing Service (i)

o Print Spooler

wESE

e Terminal Service
RSB HISUIR

REER XASRRSIRORKALS, BREME KR
wELE 1. IREh RS
O BEHEIENT:

FH4 > 1815 > secpol.msc > RLi8E > FHEK > TLIEM
O WEFEENT:

WRIFRE: BRRITE (bR ) ARSEEAE
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Wéﬁiﬁlﬂ: A eiF SAM IFPHIEEKEE: BREA.
EihiE: ARIF SAM KPHIIEENESKE: EEM.
#&ihia: 1§ Everyone HRAFEZAF: B2,
LKF' FEREEBENATKRIAFETENEER: BEBRE.
XAHZRSHO (135, 137, 139, 445 %) ,
EHFZ SMB. RPC Figs3, BWAPXAEMRS®O. HiXnT:
O 135 wAXAHE:
1.1.1 BHEFFR > 3815, WA “dcomenfg” , BHME, ITHAMRS.
1.1.2 TEREHAY “EHFIRSS” IHBIED, EIR “HEH” EIR.
11.3 % ‘T8 ERAN, GRpEROBE, EE ‘BY .
1.1.4 EEIR “FRRIBREN WHEE “BABHE” EHRFEh, X ‘EiitENLEERS %R COM” milia,
1.1.5 %1 “BUANNY BEIRE, & “EEEEN TCP/IP” , BEilikizd.
1.1.6 BBEREIRE, RERHE, EMEHEEAXE 135 %0,
O 137. 138. 139% Netbios RSZiKAXAAE:
EEER “EFHmR > MESHEDRD > AMhiEE” ARREEIE, BIF “TCP/IPvANY” B, & “Efl” SRR TiE
B BER , %EE “WINS” &Ik, ik “2F TCP/IP L&Y NetBIOS” , X#EIXEAT 139 ix0,

BB ms s |

HINS Hiht. $EEEFRHR 0:

O O O O

®)

2]
2

s | sEe | #go |

INRERA sts B, BRERTREER /I fiEE.

v B INDSTS T L) Sh mmstson... |

-~ HetBIDS iRH

o gm CI'J "
Ej ]]]{CP gé%?éﬁi“i?m%?u%ﬁ%g TCE;IP

¢ B TCP/IP _tﬂ’l e tBI0S ()
+ EE TCP/IF Y FetBIOS (5)

iRE mE |
BRI EXE,
=% TCR/IP BE EE

T RE| s v |

HINS Hiht. $EEEFRHR )

]
2

e | ®Ee. | #o |

IREA uosts B sHRERTEAER 100/ I S

¥ B/ LSS ZHw) S5, LHosTS ). .. |
~HetBIOS &5
o m (F):
HetBIOS 75 IF
:,E nmgﬂﬁ%@?‘ﬁﬁi nemﬁéﬁugﬁﬁgg 'rr:wnipiﬂ
\ gt o

¢ [SA ICR/IF FfY NetBIOS ()
 ©E TCP/TF B WetBIOS (S)
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2. XARRAEE
o BEH=: FHA > 15T > cmd.exe > net share
O KHAAHZIRE:
FHa > 1517 > regedit, %3
HKEYLOCALMACHINE\SYSTEM\CurrentControlSet\Services\lanmanserver\parameters i%IR, #izE
AutoShareServer (REGDWORD ) , #({Ei&E/0809

B=rElRS

SE=HEMHEE Web XNARSREFESHTHEFER, IRRKFER, SARERAFSURBFIWSHRRAIHRETIZE, ME=FEMHTINE,
ALRRSEGRENZ2M, URRERSESRERAFERRE.

BERR

o BIFRGE=FENEFEATINANEEAKEELENRLRE.

o ZIHERACEIESHPIREIRA, W PHP 5.3. 5 5.4. lk4. PHPMyadmin 4.0.0 EAFERZAS, MySQL 5.1. liF%,
o BEHEFPENEZFAGES RN THRE TRRIMSERF#HTRR, FILBEIFERERTHBE.

S ERE I ER A ek iR AR AR L AR PR iR (A AL AR S5

BREIRGRENRHEIIE (DFERRTEHIERE, FTP, M) WER, BFEER “RABR” REIREXHER, MBEE “EHEA" 5
(shell, cloud-init 5% ) EREEERSBOSEBINERZENG, EFESIRRSHOLDNRE, FiEd SSH SEHTESEFRITESR
S8 LB LARSER; EMEEXHNHALRERBNEE, RIESREEERSHIIME—RIZED

AR
Web BEs3E#H
B Web & o .
sty iz .
{#/CMS LRI ERRA S EATEEHE
>=5.6.
PHP >=7.0. http://php.net/
>=7.1.
>=5.5.
MySQL >=5.6. http://dev.mysql.com/downloads/mysql/
>=5.7.
>=2.2.
Apache https://httpd.apache.org/
>=2.4.
>=1.10.
Nginx >=1.11. http://nginx.org/en/download.html
>=1.12.
Tomcat zfzg https://httpd.apache.org/
Redis >=4.0.* https://redis.io/download
memcached >=1.5.10 https://memcached.org/
=
Squid ig i;ﬂ;?ﬁgi http://www.squid-cache.org/Versions/
Nodejs >=8.0 https://nodejs.org/en/download
9.4.*
9.3.* . . . .
Jetty 9.2+ http://www.eclipse.org/jetty/previousversions.html
HithhR A SIS LR
1.3.6*
ProFTPD 135+ http://www.proftpd.org/
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WordPress >=4.9.8 http://wordpress.org/download/

o EE:
N LIEEFRRA HE L2018 08 A IRRMISER, BEATSZERIHEHTTHRER.

Web EAR%

EFZEIFFIR CMS. BBS FRAURIGHEHELLFERBRIRISTIRE .
Web RARFZEILFESREERE, W SQL FEAN. GSEN. XHLIEEFRR,
Web RARAEER G REFEZEERLEERRFEEHAPHTEREN, FIRSANEERINASEBRMIRS .

Web #iE&2

Web FiEZ2B8E RS HIMRLITHAI Web ZiZIRSSAM, BB PHP. Apache. Tomcat. Nginx. 1IS. MySQL . Redis. JBoss. Jetty.
vsFTPd,

BEER

BUMNES THRERBMHEHTHERE, EETETHMER beta hR7.
Web RSS2 RIAEBEIFIPRIET o

I HTTP BREK5|, SMIEFAERERE Index/ FBR.
FAVFEMSEER, BEABINFFBREANBINAZD.
REREAFRFIINR, FZIERERHBRIBIETH, W .git.svn FEF .
BUAXAEMESREFRINEN, BRsRERITE.

RN
PHP L2t
BT IEUR

PHP ENABEERIF PHP MIAERGiaiRSS 8 LAYMESSY, Jli% PHP MABIORZIGRNNHE, N—ERELRFT PHP AZHBE, Fi8E PHP R
geipia ML E Ry E RS REIGRNER

/usr/local/apache2/web/ AMIGIRER, ¥TF php.ini , KLMME&RELUT:

open_basedir = /usr/local/apache2/web/

EEZ/BFA, LIESEFN:

open_basedir = /usr/local/apache2/web/:/tmp/:/data/adc/

f2i% PHP [R&ER

WEEEEBWERNRTELIMTEFIRA, IBBAHEN. $T7 php.ini ZLMEERESNNT, RRRANIRE:
expose_php =off

Fazesd

&2 PHP BE&3ZM¥ php.ini , iRINIITFECE:
safe_mode = on
safe_mode_gid = off

XALRER

XMeREE, REUWT:
register_globals = off

¥MH PHP fBRRE

Web ADEFEEFA PHP MSHREMTREAGS, EESER, BINMESHIRIHE. PHP ADREFEERIEL: dl, eval, assert, exec,
popen, system, passthru, shell_exec &.

&4 PHP Ee&X4 php.ini , iRIIAITFECE:

disable_functions= dl,eval,assert,exec,passthru,popen,proc_open,shell_exec,system,phpinfo,assert

ARERBEYMASR.
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FRE magic_quotes_gpc:

magicquotesgpc 2ABSIBEIEREEHREIS (') MINEIS (") BMRRHE (\ ) BaltRElsE, BahiEEEs, RIREIBIRENERET,
magicquotesgpc BIREEIFEFNET Get/Post/Cookies IKSRIEIE, AILAFMAIFGLLE SQL iEANRIE.

$T7 php.ini , KLMEEEANWT, FTF magicquotesgpc iRE:

magicquotesgpc = On *

HteEkE
FRE magic_quotes_runtime, I3 akEEIREDEEIOEIEDIE, ERIFNBRIGENRR.

magic_quotes_runtime = On
KAEIRERRR:
display_errors = off
display_startup_errors = off
FEERAFICR, X display_errors FREBIEEIRERICR TR, EFERRSB[ETHER, BHEEZREERATERHER, BNR
webserver BIBERE—IE.
log_errors = On
error_log = /usr/local/apache2/logs/php_error.log
FRVFEHR di:
enable_dl = off
XiEEX M, RiFHEE URL EZEZRES PHP NAEFNREZEENESZHFA, PHP HFEF DRt RETLLLES BRI IR
R L& Web K5, —R&7E PHP BEXMPXiAZINEE, ERSHIOTERSIFERARMS, W libcurl E:
allow_url_fopen = off allow_url_include = off
FFi3 http only:
session.cookie_httponly = 1
cookie domain
FE https secure:
session.cookie_secure = 1
iEZH PHP redirects:
cqgi.force_redirect = 0

SQL KL S
sgl.safe_mode = on
Apache Z2{RLEEIN
Apache R T

RriZM Apache EFRHAITHR@E
HMERBRIADTE

Apache REIFE, BERANOTORE: SESMRAEABER: icons . manual , HEFESMIEE Apache BEEXEHHILATRITRE:
Alias /icons/ "/usr/share/apache2/icons/" AliasMatch ~/manual(?:/(?:de|en|es|fr|jalko|ru))?(/.*)?$ "/usr/share/apache2/manual$1"

EFSREE

N8 Apache LA daemon EiBAFE, NEEEIMitKRENERSEE, 1§3K18 Apache 9 daemon R, ELEEHIAMLE Web BRNSEHIE
*5 Apache BaIEFPAE, FiLmMisEBEEEEENMR. MNis Web BRFIXHREETLLZEER root % (3E Apache BaIFEF) . Web BRIURS
—igEA755, Web XHIIRFE—iREH644 ( cgi XHERHITIIRAIEEHR 755 ) , RELEEREFTENZUSIRNERTLURERTT7 .. BigMisE
&/ Jusr/local/apache2/htdocs/ , EfEBFJ: /usr/local/apache2/htdocs/upload/

chown -R root:root /usr/local/apache2/htdocs/

chmod 755 /usr/local/apache2/htdocs/

find /usr/local/apache2/htdocs/ -type d -exec chmod 755 {} \;

find /usr/local/apache2/htdocs/ -type f -exec chmod 644 {} \;

chmod -R 777 /usr/local/apache2/htdocs/upload/

ATHULEREERTTTHIRERHB LEFZEEAN Web XS, BIEEIRE 777 HURMNBEZRFEMTERIGAMA . ZIEHTERHOHANZLESNT:

<Directory "/usr/local/apache2/htdocs/yourpath">
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Options None

AllowOverride None

Order deny,allow

deny from all

<FilesMatch "\.(jpg|jpeg|gif|png)$" >

Order deny,allow
allow from all
</FilesMatch>
</Directory>

HRERNKER

Apache ZAAIFERNE, NRERTIRERSINENSLEMBERIERRE,
EEIE Apache BEXHHRH2E “Indexes” MIFgEkEXA “~Indexes”

FRiBEES
AEESENFRERZSEMEHEHITNEEY, SHEAREMIES:

CustomLog /www/logs/access_log common
EVAERT, Apache EFRBILIEIEEICR, 57 Apache BEEXHHHIAESHBIGIIAE

Hit2ERE
o FollowSymLinks LtiE<SARGARHA, ELEIEMTSIHEZIMRRSERAINE root BRAY, EEETE. Hl, E28 7 RBH_ESHEE.

o ServerTokens ProductOnly

serversignature Off
Apache ZAHLER banner SittRXBES, MNIRSES OS X8, Apache A . ZEMNAREFEERIEE ., REISNEERSEREEREN.
£ Apache BEEX {45, 2 ServerToken. ServerSignatre i®8 (NEREXMWITEE, BEITHM) o
o UserDir ItIESAITHARZFRARKFPESEFE, FILLEEKIAZA UserDir 8%,
EERSSELEAAPSEFENE, WRAERTES:

UserDir enabled

UserDir disabled root
XLAES AT /root/ ZHMIFIERARBR, ATMiEHBRERNGX—I8E . EERAWRFZIRPFIMAR, B% UserDir disabled aiS{TiRINLAZ=E 1R
)N a7

Tomcat RN

Apache R T

FriZM Tomcat EGREHNTHREH#HTRENRE
Tomcat AFigR

#Ri8 server.xml BEMXH, HIRE HOST irEHHICRAEEE, BEENT:
<valve cassname="org.apache.catalina.valves.AccessLogValve"”
Directory="logs"” prefix="localhost_access_log.”

Suffix=".txt"”

Pattern="common” resloveHosts="false"/>

O '
ZXA Tomcat EEHRBEBAEICREINEE.
BaizeER
AT IRFIBARHEGR, BAE webshell X3, BiESHHEMRZLSHEH, NRAMTEEE Tomeat:

Tomcat/bin/startup.sh -security
#if& Tomcat BHATE

HF tomcat/webapps/ BRTHIFEXHRER, %1 webapps EREE:
Tomcat/webapps/docs/
Tomcat/webapps/examples/
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Tomcat/webapps/host-manager/Tomcat/webapps/manager/

Tomcat/webapps/ROOT/

& Tomcat B9 admin EHI&EE: Wk {TomcatZZEB R }\webapps F admin.xml 324,

HiE& Tomcat B9 Manager iEHI&%E: B {TomcatZZEER}\webapps T manager.xml X4,

RS jspx STHEREHT

Tomcat EHAZATLAREIT jspx MIHFEREIEEE, BT jspx BIRSZEFERTIRAWLZLENE, BEABEMER jspx XH, BRI jspx BIREHT, BEERIER
122 conflweb.xml 32§, {SUNTHBERE:

BRILRRERER

Tomcat EEFRITAVIISEHREERET, THitRRSENSRHER, FEXARRRTER . TMNBHEEHRTANAXTISERERETEAP,
&2 tomcat/conf/web.xml IEINUN FECEIR:

<error-page>

<error-code>500</error-code>

<location>/500.jsp</location>

</error-page>

A EX
AILMRIESEZBTIEIERAYEEIRG, ERAYN500, 404%, location EBJIIEEBEHIRE, % jsp XHEEHSTER.

Nginx Z2 AN
Nginx RN TR

RiZM Nginx ERRMH THRE FTEHTHSRE, EETHERNEERE, TEFETH beta IRAE Nginx ER Tttt ):
http://nginx.org/en/download.html

HRARNKER

cat/etc/nginx/nginx.conf
Nginx BNARRIFE RN, BREBFNEHEXES, BRIIBEFRNERR. #fR autoindex RIEEEJ off , Bl autoindex off Si&EiRHEE
autoindex.

XAREBEES

AEEEETFREZEEHEEIMS BN EHNERREMESE .
FIABRT, Nginx EFREiIFIIRFICR, i57E Nginx BBEXHRiAEFEHIEIAE access_log /backup/nginx_logs/access.log combined;

RABRSERIFIC

cat/etc/nginx/nginx.conf
HIMX{TECE: server tokens off

IRRERIA TR

HIB% Nginx BHABR index.html, WSEALIBTREERABRRNEZ
B TREER:

location /doc {
root /usr/share;
autoindex on;
allow 127.0.0.1;
deny all;
}

location /images {
root /usr/share;
autoindex off;
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MFFER index.html [5, HMEEMERATFAIFHMNTERAS:

Welcome to nginx!

HftticE
BSiEE Nginx lRAMER, FTHEENH SRR IRE:

Server_tokens off;

WEEEERIEIMRTEHIEFRA, IBINBAHE.

ZRHIFEIERAE:

if ($request_method !~ ~(GET|HEAD|POST)$ ) { return 444; }

trace IERATMEZZET, RREES, RRIF GET. HEAD. POST i&K, HIEREERRE444KE8 (4442 Nginx EXKIMRAAZSTS, SIZEIK
FriEdE, 8BIMMIF, TRACE i5® Nginx IE405{E4, )

IS RN

IS MiFhoZLR

WSSREETF 11S7.0 Sk LhRAHEE

BER 1IS BRIALERR . BXHME, XAFWERIIRS

1. B c:\Inetpub AREBEGASRBE R,
2. [iffipg Defaul.htm. Default.asp. index.htm. index.html. iisstart.htm FEIA3tE,
3. XAMEAEERIRSSMN SMTP. FTP,

RS

IS i ERRASBMER, IS AFRKS IUSRS, EAXMLRIEELRDFIRASETHIPHRIRE FTRHSEMGFLENWS . 1 ASPNET WS, Guest Tk
. User kS%; RAEERAXAIFEERWS administrator A,

X Web BRHSINR
IR Web BRI FBAEEELAMIE, MEIERAFY Web BREISIIR.
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. wwwrookt Properties b
Generall Sharing  Security |Plevious Versionsl Eustomizel
Obiject name:  C:\inetpubhwwwroot

Group or user names:

82, sdrmiristrators [RDS ERVER\Administrators)
E!. Users [RDSERVER U zers)

82, 115_IUSRS [RDSERVERMIS_ILSRS]

A2 Trstedinstaller

d

il B

To change pemizzions, click Edit.

Permizsions for Uzers Al Deny

|+

Full control

b odify

Fead & execute
List folder contents
Read

Wiite -

Far zpecial permiszions or advanced settings, Advanced |
click Advanced.

Learn about access control and permissions

QK I Cancel | Apply |

wwwrook Properties X

Generall Sharing  Security |Previ0us Versionsl Customizel
Object name:  C:hinetpubhwmaroot

GIDUD ar user names:

52, Administrators [RD'S ERYER'WAdministrators) ;I
Userz [RDSERVER M zerg]

G2 Tristadinstaller hd
d | ;l_l
To change permissions, click Edit. Edi... |

Permizzions for 15_[USRS Allow Deny

Full contral =i
Modify

Read & execute
Ligt folder contents
Read

o rite: =

For special permissiohs or advanced settings, Advanced |
click Advanced.

Learn about access control and permissions

0k I Cancel I Aol I

AN

%@ WebDav

INRETHPXMHEE . MEELRIEEEE, ZiXiF WebDav igg.
KAB RN TEFRRR:
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Internet Information Services {IIS) Manager

@;¢ | €3 » roservER » | & e -

Qgg RDSERYER Home

&,' o | | |&, Cpen Feature
= H‘__:_l Start Page - . co - Manage Server
E'"Hﬂ RDSERVER (RDSERWER1A 5 a
&} Application Paols G=" ;I @ Restart
B[] Sites o= al P Start
E-8) Default wieb Site Request Server B stop
Filkering Certificates
Pe Open Feature
«Xy 2 Restart Lo o T
ok, Version
worker Srart |
Processes
B  Stop
Management

‘iew Application Pools

E Wiew Sites
o
D %
=M

h .MET Fi k Wersi
Corfiguration  Feature Shared ange TAMEOrK VErsian

Editor Delegation  Configura .@. Help

Online Help
T [ o] [restresview] - Content ew |
BWIRFRE WebDav, ZEiXZLE WebDav BRI “Write” 1UR:

—Allow access to:

& all content

" specfied content:

Example: *.bas, wave, axd

—Allow access to this conkent ko:

Al users

" Specified roles or user aroups:

Example: Admin, Guest

" spedfied users:

Example: User1, User2

—Permissions
r Read
r Source

7 e |

IS WiEiNpRACE

1. MR IS hESI MY, BXAEMMitEEFRNEZ BT,
2. E—TWS, MAGuests 4,
3. “MEEEE" > ‘BREFLMW” > “‘SHRIGIEMGRNEE , 1§ ‘BRERIGID” &, BRIFFEIRPCEIAERS

BATHBERN Web IRSBH R

IFF IS EBHERE, NERSHEFLEN “Web RSTE" , MRENERE,

FEFFAR ASP ERER

“ls EEE” > ‘B > “FBR” > ‘WE” > B , EF ‘AEFRRETIXAEREED I, BEXHEHEERERER.
e AR TE
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“ls EERR” > ‘B > “BEMER , AEHEXIERTEEEEVANRGARE.
MySQL 22N
&2 MySQL Risitiit

MySQL ZABRERHERER IP, RSSEEFINMETLABIMNGIGE. ARSENURIERN IP, FRIFINMIGIE, THREEENH my.cnf, £ mysqld i&
IRAPIZIN—IR: bind_address = 172.16.x.x , [GEA IP HiH{RFEZ4PERIARN IP itbit,

&2 MySQL BiAiwO

EEIAIRO (BRIA3306) , AILAM—ERRE LFfLLIROE TR .
fREE /etc/my.cnf Xf¥, IBIROSE, HEIRERD, FERZIKROKEER, REFEERH. Fn:

[mysqld]

port=3806
datadir=/var/lib/mysql
socket=/var/lib/mysql/mysql.sock
user=mysql

symbolic-links=0

3E Root #FiETT MySQL

B REFERAMINZIRIKFER MySQL, —REREFHPEFHRFSIARANSR MySQL kR, EIHEEEXHERE /etc BR. (A MySQL XEah
MySQL Bg33: /usr/local/mysql/bin/mysqld_safe -user=mysql & o

MySQL Root iR EZB

5.6 1, rpm B&%#E5% MySQL 5, SltER— root Zi3, {RTEFE /root/.mysql_secret

5.5 LARU, rpm B&&5E MySQL &, REBERIKFNERIZE, SEWZKFIREER, JURBMTHMEREEEREN:
mysql> use mysql;

mysql> update user set password=password('upassword') where user='root';

mysql> flush privileges;

IR BRI SRR AR
MySQL #MtaftiEEBaEMEZRAPH test B, SNEIRERSIAMEN, TESMMIF. AIRBMTEE:

mysql>drop database test;mysql>use mysql;
mysql>delete from db;
mysql>delete from user where not(host="localhost” and user="root”);

mysql>flush privileges;
EHinEER

BT MySQL RRILIZIZEER, BSERHITEEZITEE, NXARIBERARITRESR . ZIHEFERERFEE. JURBNTARNHE BRI KIERR
# MySQL B9iztEisia.

mysql> show grants for username; //RRMFIRE

mysql> grant all on dbname.* to 'username'@'ipitaiit' identified by 'ZF#3';

EHIBUREEROIUR

FFER Web BIAHTRENSIERE, EEZ—1HAPRHNENES update. select. delete. insert. drop table. create table SR, R/
HiRENAPSNEEHEEHIENZMIRE, EHSIEENSIRTSZNT:
Mysql> grant select,insert,update,delete,create,drop privileges on dbname.* To userl@localhost identified by ‘ZH3’;

HiRES, KR REBREERBIFERES.
XHES RS

# Mysql R, 12H33ARMSZHR9EET, ERAE load data local infile §%, EXIATES.OMRAH, IHEIMZENTIN, ZIRESSFE MySQL 1B {4
EEIBIRET, RERAPHMAILEEERRSRMERT , BNERESIEMAMIG, B5w%xXi,

FI4% EiRiEaI— IR 7535 FEMAE LOAD DATA LOCAL INFILE §9, RRNSHBRESHAEMEI SQL Injection WHFIMBIFER! BEiFaLEI(ER

LOAD DATALOCAL INFILE &5k “/etc/passwd” #— 8RR, AGEEMA SELECT 7, XMMENRSH|HREFRNE, EHHH.
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£ my.cnf FifM0:
local-infile=0 =k&EIMSE local-infile=0 BF& MySQL.,

Redis Z2K RN
ZERTH
(FRRFIEERE, RFRNZEEES. THRZEGSUT:

wget http://download.redis.io/redis-stable.tar.gz
tar zxvf redis-stable.tar.gz

cd redis-stable

make && sudo make install

REER

o Redis BEEXH#ESHELEIE requirepass REHIRZEH bind REEIFAM IP, IRV ZENE ., BlEERSHT:
echo "requirepass Ef3" >> [etc/redis.conf
echo "bind AMIPiBiL" >> /etc/redis.conf

A ER
EHRKEZEL8, HRNSSXNSFEBMEF; KK IP IhEETER.

o WEEEAF Redis ATFREMIRS, HXHSSEMT:

useradd redis -d /home/redis -m
chown redis:redis /etc/redis.conf

chmod 700 /etc/redis.conf
su - redis
redis-server /etc/redis.conf

fBmRAR O

{224 Redis BAiAiRA63790E RO, FTFEENH redis.conf , #1: vim /etc/redis.conf , 1§ port 6379{€73 port xxxxo

B CIPREIA

BERIVMLEN, BRESEIHOBRE, IRDEZEME, Iptables $ESEMWT: iptables -A INPUT -p tcp -s iR IPHEtIE --dport 6379 -j ACCEPT

iptables -A INPUT -p tcp --dport 6379 -j DROP

O EE
SRR IP HebiEE 1T Redis ZHAMIFIKOHNG6379 (TCP) , HSEMAEMIEO, XBHB(ENRIEH .
FR% Redis 4B Fi5iTR:

IRE Redis BEBRNRHI700, EFH Redis ZBIAXFEEREXHHP, FLARENHFMRIIERIVRENI600, HSSEUT:
chmod 700 /opt/redis . chmod 600 /opt/redis/conf

MongoDB Z2{R @Y

RETH:

(FARMSEREY, RFRNEZEYES. RIMRTEELE: http://www.mongodb.org/downloads .
LZEREAR

1. 8l mongodb EiEEESIH3k:
mkdir /mongodb/db
2. 83 mongodb B

touch /mongodb/log/mongodb.log
3. B&h mongodb FFBEERIN— auth 28, FH3ZE7E admin HiEECIE—1EP (BAERT MongoDB 2% HWIEN, FIMMXEEXEEN—S, )
./mongod --dbpath /mongodb/data --logpath /mongodb/log/mongodb.log --nohttpinterface --auth

4. BIEHEFEZEN £E-— nohttpinterface SEEUERIA Web BERME,
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5. 3E root XPREEN mongodb, #EHEE EERIE root WF, 5% mongodb F2FFIEIREESHR, BESHNZEKFIZSHITIER.
HROIPRE A

iptables -A INPUT -p tcp -s 3&iRIPitit --dport 27017 -j ACCEPT
iptables -A INPUT -p tcp --dport 27017 -j DROP

© i
kiR |P tblilEE151222; mongodb EAMSIRIREH27017, HkSSiEmEMRD, EMMIRIER. B monggodb ikOALEXISMMIAIE .

XHEFRRH
o BEEXHRAFEEIZIAEN. BEIZ,

» chmod 640/usr/local/mongodb/mongodb.conf
o BIRBRRAAVFEEIZEFEN

o chmod 700 /usr/local/mongodb/data/

o BENHERRAITFETIZEFNEN. BHIEE,

o chmod 740 /usr/local/mongodb/log/

Jboss RN
RREARNR

&% deploy\jbossdomain\deploy\jbossweb-tomcat55.sar\conf\ FEAI web.xml 3ZHEHEINTRES:

<init-param>
<param-name=>listings</param-name>

<param-value>false</param-value>
</init-param>

¥ “param-value” EiME true 3 false.
BRREERBRSS -

Jboss FEEKSIZEMZL/AAL, FHIE jmx—console 1 web—console ZEHI&MHIIE, BINEERRERSINZLSRRNE:
o k& Jboss B /web-console E§I&:
fE® JBOSS _HOME/server/default/deploy/jbossweb-tomcat55.sar E&TFHI root.war .
fIB& JBOSS_HOME/server/default/deploy/management/console-mgr.sar/web-console.war ,
o HlE® Jboss Y jmx-console #EFl&:
E& JBOSS HOME/server/default/deploy/jmx-console.war AREMBEFRTAI jmx-console.war X{§,
fIE& JBOSS_HOME/server/default/deploy/jbossws.sar/jbossws-context.war PAREEE R TR joossws-context.war {4,
HE® JBOSS HOME/server/default/deploy/jboss-web.deployer/context.xml
» Hk& Jboss A9 http-invoker:
fE& JBOSS HOME/server/default/deploy/http-invoker.sar B&.
Mik—T:
<http://XXXX/jmx-console/>
<http://XXXX/web-console>

A ER
iROEFASEIRRY, BIRAREISEMAINT -

PRAEIBRRARSS :

i%2E Jboss B Bootstrap JNP. RMI naming service iRS3 R aiFAibisial,
&2 server/default/conf FH jboss—service.xml XHRBLAREMBR THI jboss—service.xml 3.
€22 Bootstrap JNP (%1099 ) #1 RMI naming service(1098) R ftifFAitbifial o

<mbean code="org.jboss.naming.NamingService"
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name="jboss:service=Naming"

xmbean-dd="resource:xmdesc/NamingService-xmbean.xm|">
<attribute name="CallByValue"> </attribute>

<attribute name="Port">1099</attribute>

<attribute name="BindAddress">127.0.0.1</attribute>

<attribute name="RmiPort">1098</attribute>

<attribute name="RmiBindAddress">127.0.0.1</attribute>
<depends optional-attribute-name="LookupPool"
proxy-type="attribute">jboss.system:service=ThreadPool</depends>
<depends optional-attribute-name="Naming"
proxy-type="attribute">jboss:service=NamingBeanImpl</depends>
</mbean>

vsFTPd &R EIN

RRNpE:

£ <http://vsftpd.beasts.org/#download> TiE#kR vsftp iFEE, REFRLE.
RAERWBETHRE:

MBS TBE, IXAESHIDINEE, B8 VSFTP BEXH vsftpd.conf, (ELATEE, XAEZAIT:
anonymous_enable=NO

1k VSFTP 275 Banner, B5IEHEEIRAER:
1. &5 FTP BR3388, 2525 ET Banner:
C:\>ftp 192.168.10.1
Connected to 192.168.10.1

220 (vsftpd 2.0.5)
User (192.168.10.1:(none)):

2. {822 VSFTP Ec&3 4 vsftpd.conf, {E2LATiED:

ftpd_banner=Welcome

3. EEEh VSFTP [§, && Banner:

C:\>ftp 192.168.10.1
Connected to 192.168.10.1

220 Welcome
User (192.168.10.1:(none)):

mAaFES AR LEXH, BENERRSER:

$% / var/ftp/pub BF, BFNTHSUEZRASER:
mkdir /var/ftp/pub/upload_files

FRH FTP ES AR LEXHRR:
chmod 730 /var/ftp/pub/upload_files
FREHICR:

1&2Z VSFTP BB vsftpd.conf, {EXIATFT, BEBAFHCH:

xferlog_enable=
xferlog_file=/var/log/xferlog

dual_log_enable=
vsftpd_log_file=/var/log/vsftpd.log
use_localtime=
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SFTP BWARBLTEICR, SERFRERSEENICR.. REBERMERE, ALUIE /var/log/vsftpd.log BERARERICR, IZERNRERFER.
Jetty ZSMRARN
SILERNE

&2 etc/webdefault.xmil:

<init-param>
<param-name=>dirAllowed</param-name>

<param-value> </param-value>
</init-param>

PRIESZ AR B
&2 etc/webdefault.xml, RRE jsp HEX/EH:

SRR

chmod 755 jetty/etc/*

#ut Cal

HF% contexts/test.d XA TEINFMBT, BiKikiE, BRANER,
MF& contexts/test.xml
iB® webapps/ BRTHY test.war &,

FRERSS BRAR AR

{82 etc/jetty.xml ,IEEERIAR true, EE false:

<Set name="sendServerVersion"> </Set>
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KNHEHEIAT SaaS MABAIZHHABEIMAEOEN, REMELRMATED, BERESHERWINNNGER, HEERERAETHIERRAR

PO
RiaER
XS RIBXAEBFNT:
&R URL: HIRSEAE, AT RKEHIALHEXERAmIL,
Token: HERSARME, ATFRIEKSE URL B ( Token BT ZHAHIRSHEENHGER, BERET) -
openld: ZHRFHIINAIZNENZABFEER, TRGHBAZAFPIE—IRR,
FEHAskE M IR ERY AR, fUAN: RE. B. Bit#E.
itEEm: RAEEEITENER, F0: 1005T/505 8. 1005T/50i% . 10055/2000MB.

EEIE

f—4" SaaS BRIEXEIHZ LR, RSBFEHTUTHESIE:
1. =HRREEORFE (BE) .

2. EHGHSHEE (BIE) .

3. BABHZ= OAuth (FIE) .

gEOFE
#EOER
EHTIEOFRR, BTRUTHEXEK:
=] B8
&Y 123245 HTTPS {Z#@thiy (443ix0)
RBRZAN BIRFA POST Aikie3k
HiEtE $R3ZFMAEIJ9 JSON 8z
F RIS #i—(EH UTF-8 F#iwtg
B SHA256
BEER EHIAEHERES
TERIERTATiE 5s ( BIRIEMZIHE, EFEOERSHERBAZ MR, )

IRSSrfEERIAREREED URL #l Token 5, =HIFRLEL URL PARAMS (GET 2% ) RAXNRNEED URL £, EHEHSEUT:

W

# £ A8

signature String MEER, signature ZEETIRSEIESH Token SHMIERPAY timestamp S8 . eventld F5H,

gmeStam Integer  UNIX BfialE (&)
eventld Integer REHNEL
RN

EOLBERIIEFEEHITHRANRILATURHED, LI SaaS ZfT&fEm.

EIRSAEEER AN EEEORE TEmHERN URL IFiXToken, F#HTMMAMECRER, RMEOMLRIG “QIBSEE” |
EH” . “SCRISHER” FEOEKMRL), “EHREXE” , GTEHFEY . ‘MERE" . TEIRE" WERtEETRd.

WRIFRE: BRRITE (bR ) ARSEEAE

“gRERsEf)” . “sEf)
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A BT =

o “BUEEscf)” . “gEEESCB)” . “SERIEHR” o “SIARESR XAEMEORMRINEZN, MRRFIEESXNERERINEE. RERREIXA
R, METHkid “EEIRETE" FOFK. SMRBLERHITELBROTR, WAk HEFE" . RERE” . TERE” #2OE.
o ENRidBEERREAMROKEHTEORS, KHEFX URL FiEid Token ERSEHHFFERE URL FIRE Token,

s

IRS3MEIEIIRS signature TS (KRBT ) o MNB/RIEHIZNT:

1. $JBf timestamp 2E &M ( EFEEFERH30s, EERIGEERN120s)
2. 48 Token. timestamp. eventld =28 TRHEHRF,

3. BENSHFHFH, JHER— 1 FHRHT SHA256 =,

4. RESBWISMBRNIZFERS signature XIELEIFT

1658 signature /9 PHP RHHLHE:

function checkSignature(

{

if (
return

}
= (string)

= (string)

= array(
)
);
('sha256',

WRIFRE: BRRITE (bR ) ARSEEAE 5541 #59m)



A BT =

m

| I
Rk EEiTHI S ECE & F5H 0 URL A Token

=S L URL PARAMS (GET 2#1) B9/ A Msignature/timestamp/eventld/E |10
URL b, FHAEEOERIRIGRE 5356 Faction/requestid/echoback (3&EREH T E)

— — EKRRE RS EIEOURL: signature/timestamp/eventid/action/requestid/echoback- — —
AR
curl -X POST -H "Content-Type: application/json’

'http://isv/interface?signature=e3k9ierw&timestamp=1483944926&eventld=1780012140" --
data '{"action":"verifylnterface","echoback":" Albert Einstein"}'

/R F2AT

AT IRER 1. ¥IKf timestamp 2ECEBN (BRIEEBITH0s, BBERIHEEH1205)
2, 1% Token. timestamp. eventld =S¥ T 8FHIF

3. BENESHFFS, BHER—FMF R T SHA2S6 &

4, BREBEFEMEZEENFFES signature JJEEEIAT

B EIFEG4ER : echoback

1R B A5 - |
{"echoback": "Albert Einstein"}

BoRieiEn

» 0% verifylnterface.
o EOWA: APE =mi7RSHEEESES Bl URL #1 Token BY, FERIAMAEDO URL 3 Token #{TERIREE, RIGEEATLLIRERKIN

WRBH5AE

B85 ESic] ERBR faik

action String = verifylnterface

requestld String 2 EOERINR, TENATFREHS,

echoback String 2 BEtF TR,
N RS HrikiAA

BHE S EBBR g

echoback String 2 ERPHEY echoback SEHIE.
AR

-X POST -H 'Content-Type: application/json' 'https://{isv/interface}?

signature=e3k9ierw&timestamp=1483944926&eventld=1780012140' --data
'{"action":"verifylnterface","requestld":"6a02a01f-d420-43d9-be38-fd8eed6bb53a", "echoback":"Albert Einstein"}'
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A BT =

O FERE
BRTHIER {isv/interface} TEEBIRSEEEM L,

N Rz

{ : "Albert Einstein"}

O E'
IRRBIER echoback FHREIERSEER echoback &,

SHleIEEREO

« 0% createlnstance.,
o EONE: ARWEREHZHE, =hinigEdflt@BEnENREEEELRE URL,

RS HRAE
S¥3 i) BEYR R
action String = createlnstance
orderld String 2 T8 D,
accountld String = WEEPBAZWS ID,
openld String o BREEBAZFEFEIEER, MRS TFE—RSEEERN, NTFFARRSEEFR
= B, KEH32(L, MBEEEANABEFES, WFERAZE,
productld Integer 2 =i~ 1D,
resourceld String 2 =hiBRYSER) ID,
requestid String 2 EOERIRR, TENATIOEHE,
productinfo JSON = FmiER.
productinfo.product String =2 W= R SR
Name
productinfo.isTrial Bool 2 2&RHAA, true: 2; false: &,
productinfo.spec String = Fmiitg, SiXBERA=E,
ﬁmd”c“”f“t'mes”a Integer £ WA, ik,
roductinfo.timeUni WEFHEM (y. m. d. h. t FBERSE. B, B, B, X)) , SikARAE,
? ’ String 2 i XERIRE,. BRBRE. BRBNRS,
Z5]: 02B01HZMEBfm, 03801HZH
productinfo-flowSpa string & HENE, MU EARRAEE.
productinfo.flowUnit String = HERi, NERTEEBRAEFE.
z:°d”°““f°'°y°'eN” Integer £ HEBUTAESE, BABT.
extendinfo JSON = IB=FE, X comment $FE,
extendinfo.commen String = sirEa,

t

WRIFRE: BRRITE (bR ) ARSEEAE 5843 #59:m



A BT

AR 2 Ei5AR
Y= ESic] EEYR
signid String =
applnfo JSON B
applnfo.website String B
applnfo.authUrl String B
additionallnfo JSON &

ERH

=hin

ik

SRR ID, BRSSESMIRISEHIE—IRIR. FRIAE, KERKAG. HH"0"H, &
FRNPRBERE ., BERET, ahns—HERZEA, EEREIF,

RIFAER.
R SSEIRIMLL o
IRSSER AT FRIREbL .

BEXEIE, SERELAEED. BxXBH [{"name":"","value":""}]

-X POST -H 'Content-Type: application/json' 'https://{isv/interface}?
signature=e3k9ierw&timestamp=1483944926&eventld=1780012140' --data
'{"action":"createlnstance","orderld":"20170109199524","accountld":"123545678","openld":"xz_D4XL_u7hKY5zt","requestld":

"6a02a01f-d420-43d9-be38-fd8eedbbb53a","productld":1024,"resourceld":"market-78123as","productinfo":
{"productName":"=RSHiZMIXER", "isTrial":false,"spec":"EiBhR","timeSpan":2, "timeUnit":"m" } }'

I RGI

{ :"36441d902ba", A "http://www.example.com",

"http://www.example.com/oauth/login"},
EA"}1}

A EE:
o ESABFREZEONESE.

SHSERIEO

» EO&: renewlnstance

[ MER MERR—FER"Y A

o SHEEFWIEOEREXMENER, =hiEae8E1s. 5s. 10s. 30s. 1m. 2m. 3m. 4m. 5m. 6m. 7m. 8m. 9m. 10m. 20m. 30m.
1h. 2hifA—XEEWLRAR. SRSHEEONRTE4ANE45STERNIERAER, NET—RRABKZEOMMKID, iTRFERD; SRSMEEO@ME
AINIIASHEARBIRERER, WHIETSEHIRREY, RAGEMEGEZITER, HEIAFREFIR,

o EOWRA: AFEESRRE, ZHBEEILAEEENZOREEEZLRE URL, ZEOFERSHENREIN

ERSEHE
BHE ESic) ERBR
action String =
orderld String =
accountld String 2
openld String =
productid Integer =
resourceld String =
requestid String =
signld String =
instanceExpireTi DateTi =

WRIFRE: BRRITE (bR ) ARSEEAE

-+,

ik

renewlnstance

iT& D,
TAEERIBRZWS IDo

AREBNZARFESINE, MRRNTFRE—RSESERN, WTFFRRSEEFRE,
KEA32(I; MEREENFARES, WFRAZ.

=g~ ID.
Z=hiARISER! ID,
EOiEKRY Do
SEfIRIR Do

FRYSEHIZIEARSE (yyyy-MM-dd HH:mm:ss) o
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A BT =

me me
productinfo JSON = FRiER.
productinfo.prod o0 = WEHF=RER.
uctName
productinfo.spec String 2 PRI,
productinfo.timeS Integer = WA,
pan
productinfo.time TWEIHEENL (y. m. d. h, t PBEERE. B. B, B X) o
Unit ’ String = i XERERNE. BABARE. BRBIEE.
Z: 02B0M1BEEREH/EAE, 03801BEIH.
ggf”“mmfbws Sting & HEME, NARHERERAEE.
2$dmm“hfbwu String & RS, AR EARRAEE.
extendInfo JSON B VRBZER, X¥F comment EFE,
extendInfo.comm String = sitea,
ent
IR 2 ¥ixAR
BHZ E 5] BEYUR iR
success String = true/false
HRH

-X POST -H 'Content-Type: application/json' 'https://{isv/interface}?
signature=e3k9ierw&timestamp=1483944926&eventld=1780012140' --data
'{"action":"renewlnstance","orderld":"20170109199524","accountld":"123545678","openld":"xz_D4XL_u7hKY5zt","requestld":"

6a02a01f-d420-43d9-be38-fd8eedbbb53a","productld":1024,"resourceld":"market-
asdl2asd","signld":"kjsadkjhdskjh3k","instanceExpireTime":"2017-02-09 19:59:59","productinfo":{"productName":" =R ZHi%
MiKEm", "spec": "Ei@hR", "timeSpan":2, "timeUnit":"m"} }'

o]y
o EE

RS AERIEZEONES .

SRR EE N

» $#0O%: modifylnstance.,
o EOREA: AFISEFINXAERESIERIRE, ZHipigEdXfRETEBBMEOREHEERS URL,

© 588
MRAPREZRETE, WSHPRALEELORIFNE, MA2EBSZOANMESH.
WRSEHB
SHE ESid) BE YR ik

WRIFRE: BRRITE (bR ) ARSEEAE 5845 $H59m



A BT =

action String = modifylnstance
orderld String 2 iTE D,
accountld String = WEERBNEWS IDo
. = BPEBAZFETEEIRER, RN TFE—RSEEERN, MTFFRESEEFRE,
openld String = _ . N . o

KER32MI, MREEEANFARFES, BFERHI=,.
productld Integer 2 =i~ 1D,
requestld String = EOIERY ID,
resourceld String 2 Z=hiFRYSES) IDo
signid String 2 ZHHFIR IDo
spec String 2 SEBIFRANE o
timeSpan Integer 2 TOSERHR, (RTEIX AR ERMEERHERE .

WEIHEE (y. m. d. h, t PBIKERE. B, BH. B, X) , SLARHIZE .
timeUnit String 2 ¥ XERRRE. BOBAE. BRBRESR.

#f: 02B01AXMEBE&A, 03801H%IE,
instanceExpireTime zztet' 2 SRHSCHIEIMRTIE), (REEAFIMRSS D ERMTRIER.
productinfo JSON =2 FmiER.
productinfo.product String 2 W= R EH,

Name

productinfo.spec String 2 @i, SIME spec —H,

2roduct|nfo.tlmeSpa Integer = TAERHE, S5ME timeSpan —.

productinfo.timeUni WEIHEE (y. m. d. hy t FBIKERE. B, BH. B, X) , 2HARHI=E
t ' String = i XERRIRE, BABERE. BRBNRS,

Zf): 02B0M1EHZE P&, 038018,
extendinfo JSON & I'B=E, 3§ comment FF,
textendlnfo.commen String = srEa,

ARy &iRAR
S¥E -3} BEYIR R
success String = true/false
applnfo JSON & HHMRER.
applnfo.authUrl String & RSt
R

-X POST -H 'Content-Type: application/json' 'http://isv/interface?
signature=e3k9ierw&timestamp=1483944926&eventld=1780012140' --data
'{"action":"modifylnstance","orderld":"20170109199524","accountld":"123545678","openld":"xz_D4XL_u7hKY5zt","requestld":

"6202a01f-d420-43d9-be38-fd8eedb6bb53a","productld":1024,"resourceld":"market-
asd1l2asd","signld":"kjsadkjhdskjh3k","spec":"&4&hR", "timeSpan":2, "timeUnit":"m","instanceExpireTime":"2021-02-09
19:59:59","productinfo”: {"productName":"=RS izt Em", "spec": "Ei@hR", "timeSpan":2,"timeUnit":"m" } }'
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A BT =

N Rz

A EFE:
REBRREZIEONES .

SCHIE REEEO

» ¥#0%: expirelnstance.

o EORA: IFIFEE (PRERERER instanceExpireTime ) , ZHHSEEIFISHEIEOREERELR BURL, REMKEIZENERETE
RH1TIRE .

ERSMLE
B8R ESic] BEEBR faik
action String = expirelnstance
accountld String = WEERNBNEWS IDo
openld String = FﬁPi’ijﬁiﬂEﬁﬁﬁFﬁﬂgﬁiﬂ, Eb*ﬁiﬂiﬂ?@—ﬂﬁ%ﬁ%ﬁﬁﬂﬁ, MFARRSEIFTEN, KE
A32Mi, MBREBANFARTES, WFRHZ,
productid Integer = =g ID.
requestld String = EOERIRR,
resourceld String = =hiAkIES] 1D,
signid String = SEHIRIR ID, BRSBASRMHAISESIME—IRR. KERKAL,
orderld String = iTE D,
RS BHE
Y= B EBEUR ik
success String = true/false
ER=H

-X POST 'https://{isv/interface}?signature=e3k9ierw&timestamp=1483944926&eventld=1780012140" --data
'{"action":"expirelnstance","accountld":"123545678","openld":"xz_D4XL_u7hKY5zt","requestld":"6a02a01f-d420-43d9-be38-
fd8eed6bb53a","productld":1024,"resourceld":"market-asd12","signld":"kjsadkjhdskjh3k", "orderld":"20170109199524"}'

o RSEHBFRIEZEONTSME,
o RSHBSUHEELMZED, UEELFISHNRIBKEIZTHIZEN, HFNERH#HTREE.

SHIESREREO

» ¥#0O%&: destroylnstance,
o EORIA: HAFEMLEABPENtERBFSEHTEBRIRMEN, =HESBEITFEMENRXEEELRS URL, IRSHEINEIEHIERRIIX &Rk

WRIFRE: BRRITE (bR ) ARSEEAE 5847 H59:1



A BT =

7B
ERSEHE
Y2 B ERYBR iR
action String = destroylnstance
orderld String = T8 1D,
accountld String = WEEPBAZWS ID,
openld String = fﬁPTﬁHﬁiﬂEﬁﬁﬂzé‘Eﬁﬁiﬂ, Jttﬁxiﬂiﬂ?li—ﬂfi%ﬁ%’fﬁlﬁﬂg, MFARERSEEFREN, KE
A32(i, MBREENFHRTFES, WFERHE,
productld Integer 2 =hiErEm 1D,
requestid String 2 EOIERRR.
resourceld String 2 =hiFRISER) ID,
signld String 2 SCHIRIR ID, BRSSERIRMAIE—IRR . KERKA1ML,
§HERERY,
destroyType String = o refund: BREERIHSE
o lifeCycle: HmREHARMARIHER,
N RS HrikiAR
Y= S EEYR i
success String = true/false
ARG

-X POST 'https://{isv/interface}?signature=e3k9ierw&timestamp=1483944926&eventld=1780012140" --data
'{"action":"destroylnstance","orderld":"20170109199524","accountld":"123545678","openld":"xz_D4XL_u7hKY5zt","requestid"

:"6202a01f-d420-43d9-be38-fd8eedbbb53a","productld":1024,"resourceld":"market-asd12asd","signld":"kjsadkjhdskjh3k"}'

Lol s )

O ER:
o RSEHFRIEZEONTSME,
o RESBESURELMIZIED, IMEEAPEMRSEAETR7XEREWEIZHHEN, HERETE.
o FRHEORAMEMEIER, ZHHSAFERARAHSETXRELEAR. MEEOWNEY, SHAFERRNIESERFNSKIERRS, HRSH
BiT&E.

irRERHRERESEO

© iRAR:
ZEONESNATFITES SaaS fm. AERmRATEMiZEL.

» #EO&: flowQuery.
o BOHE: HAFPEOEMIXLFNITEREEN, chipsBEdiZEORKEERERSHELRE URL Eif,

WRBH5AE

WRIFRE: BRRITE (bR ) ARSEEAE 5848 $59m



A BT =

BHE ESid) ERYIR R

action String = flowQuery

accountld String 2 WEEPBAZWS ID,

openld String = BFREEBAZFEFEINREER, MR TE—RSEEERN, NTFARRSHEEFREN, KEHR32

= fi. MBEERANFHES, HFEPE,

requestid String 2 EOiERRR.

resourcel  string 2 FIHHISEH ID.

signld String 2 SEBIRR ID, IRSBERMIIE—ITIR. KESKH1ML,

productld Integer 2 =hifrEEm 1D,
MR £ 85AR

BH2 ESic] EEYR iR

success String = true/false

totalFlow String 2 BiRE,

costFlow String =3 CiHfERE, RFEEEEE"0",

flowUnit String 2 MEHEN, BEEBEM/h/Mb/Gb, 2BIHtES #4//\iF/Mb/Gb.
R

-X POST 'http://isv/interface?signature=e3k9ierw&timestamp=1483944926&eventld=1780012140' --data
'{"action":"flowQuery","accountld":"123545678","openld ":"xz_D4XL _u7hKY5zt","requestld":"6a02a01f-d420-43d9-be38-

fd8eed6bb53a","productld":1024,"resourceld":"market-4odtolyiji","signld":"kjsadkjhdskjh3k"}'

N Rz

HRARIBNRERREO

© iRAR:
ZEONEMNATFITE3 SaaS idm. AiEmRATImizEO,

» ¥#0O%\: flowSetting
o EORIA: IHEXRMERAPEVWIZE, AbliBEdIEOeEiTSIRESE. zhaBdizEOREEEERS URL, EWEIZEMNE, RSEHICRZ
#E, HEEREZXARNER=GZED itERERE5ZENED FlowProductRemind o

ARSI
] %E BEBR fEiR
action String = flowSetting
accountld String = WEERBAZMS Do
openld String = Fﬁ)*fiﬂ%iﬂ?ﬁﬁﬂzé?ﬂﬂﬁiﬂ, ﬂt*ﬁiﬂiﬁiﬁ]—ﬁﬁ%ﬁ%ffﬁlﬁﬂg, MFFRRSERTEN, KEHR
32fi, MRRBEBANABRTES, WFRHZ,
requestid String 2 OISR 1D,
resourceld String = =hiHRIER] 1D,

WRIFRE: BRRITE (bR ) ARSEEAE 5849 #59m
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A BT =

signid String 2 IHIFR ID, RSERMIE—IRR. KESKAEL,

warnSpan String = EEE@E,

warnUnit String 2 EEEER

BERAX, XTREARSE,
switch String =2 ON £5RHE.
OFF &xXxidl.

N R 2 Ei5AR

BHE el BEYR R

success String = true/false

info String & BIRIER.
AR

-X POST 'https://{isv/interface}?signature=e3k9ierw&timestamp=1483944926&eventld=1780012140" --data
'{"action":"flowSetting","accountld":"123545678","openld ":"xz_D4XL_u7hKY5zt","requestld":"6a02a01f-d420-43d9-be38-

fd8eed6bb53a","resourceld":"market-
4odtolyji","signld":"kjsadkjhdskjh3k","warnSpan":"1200","warnUnit":"Mb","switch":"ON" }'

Lo vis )

{"success":"true"}

SYRKE

IR THEXARE, RESEUER zhiaRkSEEEEHE , £FREER > SaaS BAREREP, ESHEXER:

MR A MR OAuth™, ISR BB SEIAPPID, &

L]

A EFE:
PIFESIENRE, &% URL %48 HTTPS thi¥, B%% URL FaESEAFFHE . MERBFREEY, BRE verifylnterface EOZRE
e
E&EORS

EEOFRZED, BAER =HRSHEERES , EARRE > EREOFET, IEREERAE, AT ENSHERNRETA.

A EFE:
IARIRFE, BE2EREXFENEN URL SiEERE S
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A BT

EAEMZ= OAuth

=hin

ATRARBFGER SaaS Fmidisls, EXRSEHENBENBNZARTES OAuth , XHMAFEBNZENEGERRE, BRREHT SaaS NASERS.

HIERANFBES

HFEAZERFRREEAZABESHALD, ERREESERLIMSFE: mgcloud@tencent.com hEIFFE. HHERBIT:

o BNZ=KFRY ID: BRKS ID AE Eifl=EE BEREaLALES.

o FEER: FESFBEREENRE.

o & Logo: BIMR: 260 x 48, PNG &, Logo &R RERENTET,
o FAEMitbIL: ETLMERINE=FTFEEN, BIIRSHEN SaaS it

o EEEIEMNE: XiE HTTP[s] #9505, FeEREKIHZ, HIANTLLS api.example.com , TAARFA example.com ,

iSRG EELERINTIER:

o Appld: E=FFEE—#RR,

« AppSecretld/AppSecretKey : ARiERET = API RIAIZE3T .
o EncryKey: FIR&ZIEEEEUPTHENE code S8,

OAuth AR

WSITE

EHEHERREMPIMAAFEEAZIRR OpenlD (MFARIRSEAF OpenlD FRE ) , IRSEEREE OpenlD ZEREEAEETAZAFEE

S5FXthRARENKFLE, NRCENE, WEERLELREBIE; EXRHE, WAZESREER—MKSHS OpenlD #E.

RERK

ARSI FR RN AR RGZIRE—F authUrl , % URL RESRTHEAR. APREZ URL &, RSEMIZLAFRERIEFHSE#TEREXE

1Eo
bz
IRSSERIS RN T :

AP mdauthUrl 41_‘

SR P ARER

RIS = B = SR
|
|

------------------------- BB AR~~~ ————————————————————
|

méﬁm

—————————————————— 151 55 7 B ur 3 R AR A S — — —— — — - ——— -

1E) AR S5 B Eurl

1. AREE authUrl (fBi8%: http://example.com/qcloud/auth ) J§, &EFREMBIAPZS, WBE (3020kE ) :

WRIFRE: BRRITE (bR ) ARSEEAE

— AR code RBEBHFHAINAF openld
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A BT =

https://cloud.tencent.com/open/authorize?
scope=login&app_id=123456789012&redirect_url=https%3A%2F%2Fexample.com%2Fapi%2Foauth%2Fqcloud%2Fcallback&state=123
4

, Hf app_id 79HiE OAuth FIRENB=FFRE—IRR, redirect_url AREZBAZABEANFEAEIRBIHES .
2. BPEBIEARTAREHTERHREN.

3. TEMEEIE =S Mikitbht redirect_url , FB# _ES% code # signature , {y:
https://example.com/api/oauth/qcloud/callback?
code=04f82b0d6fcfc0c2d967d808e6010bd8&signature=eafc9653bd5cl7c6adea55bb516ba8b9&state=123
, Erh signature = md5(code+EncryKey) o

© i%HR:
ATBELRDBERE, signature S¥¥T code HWEEIEM T —MREE

% code —RMBEX, HEBBHIN6IH.

4. 3KBY code H#ERIEEZIE, A code &RI8IEO, KBAFMUTER:
userOpenld: BAFEZE=FFETHEBE—RIH, userOpenld BPAAFEBNZE OpenlD (FRAE=ZHEAFIMIUFRFRE) .
userUnionld: MERA—MENZRPESIE=SFE, APEXEE=SFAER userUnionld —%.
userAccessToken: FPFiAiE Token,
expiresAt: FFiAiE Token i3EARTE ( BYiEEE, ZEIATIE + 2/06F) o
userRefreshToken: RI# Token , HXHIH60XK,

code KI&#EO
1. EORSR

EOEKRIEE: open.tencentcloudapi.com
EOHR: BTFREVARPE=SHFHEFESR access token

2. M BY
ITERSHIIRIVH TEOBREENBLALSY, REARSHSIRR AHLERSH . ZEOGRASERASE=ATaNZRRM.

SHEWR Wik ESid] faik
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SHEWR ESic] iR
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UserOpenid String %=7% openld,
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4. 76l
o FINTAB:

https://open.tencentcloudapi.com/?Action=GetUserAccessToken
&UserAuthCode=testCode

&

o Gl

{
"Response": {
"Appld": "10¥¥rrkkgQH
"UserOpenld": "391f920b807ecbaa38f7e77ef5260cd4",
"UserUnionld": "438344612f5e181dbb76d2fcf2634a7b",
"UserAccessToken": "a649830709416d07be8f0dbalc7675ce",

"ExpiresAt": 1581670707,

"UserRefreshToken": "607202ece53c20a8ad91fa3512fa8ac7",
"Scope": "login",

"Requestld": "5bc7a27e-ba54-4b68-b37e-aaee60a2c5e2"
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