Dell Data Protection

FITEFHEEE
DNZEARRE
SmsE s

B EIEE

1.10 hi




© 2016 Dell Inc.

Dell Data Protection | Encryption, Dell Data Protection | Endpoint Security Suite, Dell Data Protection | Endpoint Security Suite
Enterprise, Dell Data Protection | Security Tools, and Dell Data Protection | Cloud Edition suite of documents: Dell™ and the Dell
logo, Dell Precision™, OptiPlex™, ControlVault™, Latitude™, XPS® Eil KACE™ s I 2E M A ARG ES Dell Inc. (FIRGHE o
Cylance® B Cylance [E1E£% Cylance, Inc. 7 35 B 1 H A B S IR AR E G © McAfee® B McAfee fE5EES McAfee, Inc. £ 36 K
HA B R AP E MRS © Intel® ~ Pentium® ~ Intel Core Inside Duo® ~ Itanium® E2 Xeon® £ Intel Corporation 1 358 K HAh
B AR RS - Adobe® ~ Acrobat® B Flash® £3 Adobe Systems Incorporated FIFEMMFG1E ° Authen Tec® B Eikon® £5 Authen Tec.
WIEEMEHE - AMD® £5 Advanced Micro Devices, Inc. FUZEMRGRE © Microsoft® ~ Windows® B Windows Server® ~ Internet
Explorer® » MS-DOS® ~ Windows Vista® ~ MSN® ~ ActiveX® ~ Active Directory® ~ Access® ~ ActiveSync® ~ BitLocker® ~
BitLocker To Go® ~ Excel® ~ Hyper-V® ~ Silverlight® ~ Outlook® ~ PowerPoint® ~ OneDrive® ~ SQL Server® » LI Visual C++® £
Microsoft Corporation TEEB B/ 8% HAD B SR AT e e 2 E R o VMware® £ VMware, Inc. 1£35 58} HANE SR i sl ak g
13 o Box® £ Box MEEMEE © Dropboxs™ £ Dropbox, Inc. IIREHTEE < Google™ ~ Android™ ~ Google™ Chrome™ ~ Gmail ™ ~
YouTube® K Google™ Play % Google Inc. T35 B K HoAt B 5% 1) i A sl it G £2E © Apple® ~ Aperture® ~ App Stores™ ~ Apple Remote
Desktop™ ~ Apple TV® ~ Boot Camp™ ~ FileVault™ ~ iCloud®" ~ iPad® ~ iPhone® ~ iPhoto® ~ iTunes Music Store® ~ Macintosh® ~
Safari® » LUK Siri® £ Apple, Inc. 1E 558 K HADBISRIRBSE S ~ iRsEEMEEE - GO ID® ~ RSA® K SecurlD® £ EMC
Corporation FIFEFHZ » EnCase™ B Guidance Software® £% Guidance Software FUFFIZEEEHFIIE - Entrust® £ Entrust®, Inc. 1£
SE B B H A SR AGEMFEAE © InstallShield® £% Flexera Software 7B ~ FRE ~ BRMLFIRS ~ &8s ~ HA ~ S8 KB 5
f2 o Micron® B RealSSD® £ Micron Technology, Inc. TE358] R IHLAMBIZR FIEEM L © Mozilla® Firefox® £ Mozilla Foundation £
S R/ BHAEE SR A © 1OS® £3 Cisco Systems, Inc. 17553 K843 H M B SR P AR EM A » SHZREGEF © Oracle®
Bil Java® £ Oracle B /s A RIMZEM RS « FLith 288 nThE 2 H& E B E1RHE - SAMSUNG™ 5 SAMSUNG 75 [ sl HoAth
BIZKIRFHE o Seagate® £ Seagate Technology LLC 7F 328 /s E AN BRI MRGATE © Travelstar® £ HGST, Inc. 1£ 5B KAt
FHIEEMFGHE - UNIX® £5 The Open Group HIEEMEE - VALIDITY™ £5 Validity Sensors, Inc. 1 55 B HAthB 5 ARG - VeriSign®
Fe HAMAHBREEZERS VeriSign, Inc. SH S (EAHAREL 123 FIAE LR B HLABEI SR g IR B E M » A64524# Symantec Corporation fi
il © KVM on IP® £ Video Products [JEEFIH2E o Yahoo!® £ Yahoo! UEEMEGAE o Inc. (EEFGHZE o

AT i FH 2R 47 Y 7-Zip T2 o [RIRIENI WWW.7-zip.org ° 35 GNU LGPL #Z## + unRAR Rl (www.7-zip.org/license.txt) Bt
2016-07

Z—{E LA SE B S R - LS - ERRE 7665125 5 BFIMRAE 7437752 + BREFIHRAE 7665125 -
ARG RTRE G AT - AN TEA] -


http://www.7-zip.org
http://www.7-zip.org/license.txt
http://www.7-zip.org/license.txt

R
RS

g EBMEHEREM . . . . . . .

TERE . .

ERTE Security TOoIS MODBIlE . . ...ttt e e
BOEHTEISEBEREERAS . . . . . . . . .
SMEMITEISE . . . . . . .
RIS EASETEISEE . . . . . . . . o

ER—THBBEA . . . . . e

Security Tools Mobile BIBTHE . . . . . . . . . . . . . . . i
E55% Security Tools Mobile FEFRFETUPIN. .. ...
FRPRZZ4E Security Tools Mobile FEFBREZX . . . . . . . . . . . . ..

5 BIHEEE

BHUA{EFE Password Manager BIEEHEES . . . . . . . . . . . ... oo

BEEEA . .

#ELaRl
FBEA

Dell Data Protection | I SfF A EEE

11
1
1
12

12



7N - 19

BRABIEER . . . . . . . . 19
BABREVBABRE - - - - - - o o e e e e e e 20
MESZIE . . . . . e e e e e 20
BAWindows S8R . . . . . . . e 20
BEBRIBUS . . . . . . 21
FRIESAREIRT - . . - . . e 21

B BB Password Manager (BIBEIEE )& . . - . - - -« « « o o oo o000 o L 21
BIDEREE . . . . 2

== 22

TR 23

Dell Data Protection | xS {FAEERE



7T

Dell Data Protection | Security Tools #& % B 5 FIi) T B LI4e = S &2 2k
iZith DDP L85 n[HUE FHIDIRE

o FEMHEM Security Tools HYEREE

o ORI HEmRFE T - EEE - IRREER R -

o AIRTEUENS - MRBEEIRE G IGEE KR B BRI - BT IRE AU B

o ity BRI R E R

o RFREH A Windows %15

o BOC(ENIREF

o RRARIIENIRRE (FEGEA E T s R A L)

DDP Console
DDP Console i& {7 Al B S LM ~ 5 B0 R 2% 1 Ffe ] o
(Al DITEGE L A 2

*  Encryption Status 5 ]G ke (5 BRI 2 KRG

*  Enrollments T HATGEAGERE W& BHENRE ~ 300€ H BT » DRbs il HagRE At RS - RitE M B dri e &
e R AR HIRE ST ©

¢ Password Manager ]G4 H B RS Ko B2 52 I LB AMEEE ~ Windows [ A2 2CHIHERE B AT TR &R © Password
Manager A]ERE HE A2 X8 B 8 ARG » LR Password Manager #EERYE A B 82 H AR E IR AR

ASHE FE A IR AT AT {5 FH 38 Sl FE AR =X -
B LEIER dell.com/support > LIS B RTHIERIASCA: -

f&#8 ProSupport

FEIEB##E Dell ProSupport DURFHBBNAT » FRF5 BRI S (055 1L - DIRRHAMG DUPRH i 28 Bl 1 R ) B2 0i 5
HRIIFIHEE -
L5k ProSupport * GHEFE 877-459-7304  (77B&5% 4310039) LIALFEEHE] Dell Data Protection ZEfhHY 42 KRB Ik °

54+ > Dell Data Protection FE fhHUER IR TTHA T UIRESEHUES: dell. com/support o #f_ESIREEREEN SR ~ (8HFM -
Feilraah ~ H RME LU BRI RIRE

Dell Data Protection | I SfF A EEE 5


http://www.dell.com/support/contents/us/en/19/category/Product-Support/Self-support-Knowledgebase/locate-service-tag
http://www.dell.com/support/home/us/en/19/Products/software/endpoint_security_soln
http://www.dell.com/support/home/us/en/19/product-support/product/dell-data-protection-encryption/manuals
http://www.dell.com/support/home/us/en/19/product-support/product/dell-data-protection-encryption

Dell Data Protection | xS {FAEERE



a2
DDP FEF5
DIDP Console FEAIAIFTH S 4 1IUEFIIZS Ko A FEOE OB M PIAEARAS » DU IR
B ] PG L RIASRA R A » 1 [LRGHOAR AR 2k T BR e 2026 -
SRR DDP L3 - 3 AHETT T DDP EHEAE -

DDP Console H 8 » & H & #T Security Tools FEMFEZ
o JIEIRRE
o MM
s EIEHA

R R E SR 0 BEAE Enrollments ( SEfi ) BhRehd 2L Getting Started ( FAGEEA ) 8 o FEEE & XD A
SERFRERAEMER - R ELERN > FH2E GGG -

Dell Data Protection | EIFSfFREERE



2
BRI » e T A2 T -

R ZUGRENE H > 55— T A AR A AR A S | 7o a3 iR Al i 5 o
ERRES —(HEMREN > % — MEAP ARSI TRt - AREDERRER -
i/ MU ~ mORLERBRPA DDP £ » 35— MRS EE EDR

p

10:52 AM

11/2/2014

5 BBHRGR - Gt — TS by 2

DDP FiITEHFHEER

A ZARABRANS DDP e ~ A ~ 6 ] Fh RS BLECER AR A A » BR L — MY MU e e o SRpE
B AIRET ZILE AL B 4%

REIREFREPVIEH ©

IgERIEE Bi%
About ( A ) AR B -
Show Info wETFIIE
(BTG ) o A B

* DDP EHEATEILEAS F Rt 3SR A A E B
o VEZEZAM ~ BIOS ~ 8 K Trusted Platform Module (TPM) BIRRAHwHE ©

MS Info (MS EH#) F{T Microsoft Windows System Information 23R XFERFEMIIERE ~ TTHF RIESIRIEE A, -

Copy Info WA B S B BTG ~ I E45 R B B 51 Dell ProSupport #) B o
(RN )

[ R L REUR %GR AT LLSR BERR S LU E ShHY [ BEE AS Dell ©

Policies (JiHI ) RUREMB B R IR e -

Services (JI#5 ) RURIEE I TRIARBS R R -

Support ( 48 ) JHEEE Dell ProSupport ##ih o

Log (F#% ) RURGHHIRIRC SR IG5 > DU TRESERER -

8 Dell Data Protection | FIR S FRAEIEE



2 TR
DNZZARRE
Encryption (M%) EIHIE R BRI NIZREE o 215RMIE ~ IR BRI » HAKRER Unprotected ( RIRFE )
AR B 0 B G RER Protected ( Z1R38 ) HUIRRE ©
B HTIEARRE » 7E & BEAIRGRE ~ Rl By & F g A 5 » SR1% 2T Refresh ( EEHTELH ) o

Dell Data Protection | I SfF A EEE



10

Dell Data Protection | xS {FAEERE



=¥ i
M T BT E R RS B &R » 2R ~ s R baE A IREE -

EXELDDP LFEGREMEEEET - W5 &2 05 SR ~ EIREE - 1550 ITEHEE LR o SURAI
MM » fn] EE M e R A (EEREE - SERpiadE g » &Al¥%— T Enrollment (FEf) F2RE » BT BB SGEERH -

BRI MERE
R -
1 7EDDP £H#EEEH » #— 1 Enrollments (&1t ) BiRERE [ Getting Started ( BRI ) 84S
2 7£ Welcome (#0 ) HIH » #—F Next ( F—# ) »
3 1 Authentication Required ( AT fR587E ) #5573 » LUER) Windows Z5E A » A%t — T OK (FEE ) °
4 7E Password (%5 ) EIH » 45 E88 E 1) Windows %568 » GE# AW RELHT NS » /% — T Next ( F—#) ©
EERBEIS TS » HHE T Skip (W0 ) o AREF AN - HE TN BT - HEI
[f » F§4%— T Back (3R[H]) ©
5 A ETHIET - RN BN  Next (T—% ) ~ Skip (Wi ) 5% Back (i) -
6 {f Summary (%) Hifi L > MERCAEMRVFEE - MAE5eGEE - #— T Apply (EH ) °
DRI I E L THEDC » i T Back (1) ) BN ESCRORH E 1 <
WA AR RE B S AR R R AR A - G20 T~ (B R

#;ig - B R

EZE  IEUEAEEN » B Envollments ( FEf) By

B PO 1 T FOGERY « 45 B8P 5 ST A I

Status (R ) FRE 87 S RIVRDE ~ FURHIBE (M5B8 NA) BSGRERRAE © (6 # THCHCETIN - USSR E

FEEEEIAR] - EREER -

o HREHEMRE - AERBOIT L - e Enroll (3EM) -

« HEHIMBRBE DAL - # T Delete (M) -

¢ MRFEATBHMIEE N > Sutus (KIE) FELS Borll (F£11) 5 Delete (155 ) 455014
5 o

o HIIEILHELN - it TR £ -

WRIF AR edraE s is - Al g EiZigniE i = i _ E#RFVUE T Credentials modification is not allowed
by policy ( SRR fLFalag B ) »

Dell Data Protection | I SfF A EEE "



2
88 B {5 Windows %0l :
1 $#%—T Password ( %5 ) F24% -
2 g A HAETH Windows %45
3 W AFTENS o SRR P A —KHERY 0 FFL— T Change (%5 ) ©
A ERE RN AR 2 o
4 1t Successful Enrollment ( BIIEEM ) #1556 7788H > #%—F OK (fEE ) o

: ¥R IBETE DDP Console %58 Windows 2315 » AT 7E Windows %58 - YER1E DDP Console AN BIMTTHEEE Windows Z515 » 18
ERETFATHER  AMEBETERIEE -

4 =]

BEREE

Recovery Questions (18R FHI#E ) H v RN ~ MFReices 18 R R REEL S o Recovery Questions (18R ) £
R AR I @ B B0E = B 5IRE » FH Windows IR PRI 7732 o

i - ERMEEREARKETINEN - EREERSREEIAREA -

R 32 A EaE MY Recovery Questions (18R HIRE )
1 #%— 1 Recovery Questions ( 18/ ) #H4
2 {EFHSCE A HREHE IR - R R AN -
3 #%— T Enroll (3Eff) o

&t : #Z— T Reset( &% ) 1Z8H - BIRItEE CHUEIE - WSS -

BEifiERRE=E
AR CEEMHE R > BRI IHBR s S et MHE B AR -
1 #%— T Recovery Questions ( €7 [ ) 154 -
2 f— N EEREG
o HEMBRREIRMNE 5 3 T Delete ( fiflEs)
o HEBEHEREFFEHREZE » #— T Re-enroll ( HHEEM ) -

B
it - EZERUCIIEE - MHNEKUERBIERURHEES -
AAIETE PR R EETHERL
1 %1 Fingerprints ( 540 ) 124 -
2 1f Fingerprint ($840 ) Hif F > #— MHEGEMR TR
3 (KM ERYFEREEIHERL -

T DWERIHRHETISION - FEETERNEETR o SERIEREEMATEIRIEAE » EURINBURHNREME - RtEEETERE
TUBE TIRA LR °

anl
H+

%

12 Dell Data Protection | FIR S FRAEIEE



4 Z—EE (R TS - EERE M R EOREF R TR L -
Rk MTERCBERAGE T IREDOK - G RURERE IR - % — T OK (i ) fiid
5 SERREORAYTERUBERTTH » ¥4 — T Save (77 )

t EHERIFHGIFERL » G5 1E Fingerprint enrollment ( 88GEM ) HE L - ¥#— TR AEURAIFER - DIHUAGEM > &
Pt F Yes (J2 ) HesBIMER > FiH— F Save ( (7 ) -

TERE

TTEN S EFEMHE B One-time Password (OTP) —ZRVEEHS (OTP) ThRE < H 7 OTP » {50 FH £ vl 58 FH B B A BC ¥ 1T
ByAEiE » 3B Security Tools Mobile FEFIFE 2 £ R ZHE » B A Windows © 30 » #FEHIFFA] » OTP PIRethal £%
HEE IS SRR DT - RSB AR

&% : & Mobile Device ({TENHRE ) IZEARRETT DK DDP iR » RNBISEERZIBILINEE » NERMEEREFMEIIHREIAR
JUFFULIDEE

it RAREEARTE 0TP DAENFEASR - BREASAREISEHRITLEZINTNEFITIER - TP AR AR ER
REAEER -

AR OTP TRt » L /A(E RN LAt TEh S E - s TEY S B BB S, - AEE 2 (AtE M E B L - &
A& ARG AR — B T B E o 1T IS A (e 2 AR AN AL -
CRE M E R - GRS E & 5 8 £ — R EARRACE -

£ DDP :4%4 :
1 {£ DDP Console Enrollments (&£t ) EfH » #—T Mobile Device ( {TEIEEE ) 54 o
2 {45 bJ7 0 #—F Enroll (GEMf) ©
Enroll One-time Password ( FEff—ZPE% 0 ) HHIENFE
3 WIHERH —EPEECEEN - F5EH Yes (/2 ) ©
a (EITEPEEE [ o RIEAEZNREIE F#L Dell Data Protection | Security Tools Mobile 2=
b TEFEMHL—F Next (T—#) °

E&TE Security Tools Mobile
1 B#f% Security Tools Mobile FEFFEK o
2 7l A R AL Security Tools Mobile JERFZZHY PIN o

it TEEBFRETN » TEEEEHARBIEREY PIN - 20K{EF PIN BRER{TEVEEHEE » LA
Tools Mobile FEFRFET o

3 JEHY Enroll a Computer ( FEEM ) o (421 » BOEITHIZE /A LAFENG T <)
T EETEEAEE FRUR o BRI BT TG LR E B B 3% e i e Rl £ 20 o

EC¥TENR B ERS
1 {EEMM DDP £ #5114 Mobile Code ( {TEIZS ) HIH L :
a  AWRAL_Ed AATENAGERURACHS o
b #%— N Next ( F—# )

2 TE PIN = BETS-EX Security

(=N

Dell Data Protection | I SfF A EEE 13



¢ {F Pair Device (ZSERCYT ) H [ » Il
OR Code (OR fif§ ) - /= QR ©
g%
Manual Entry ( T8 A )- B 24 (7B RS -
2 (ETEEEE -
a €% Pair Devices ( FC¥HEE[E ) -
b ENUEAEER - B[R — {8 R EHEE (HH OR Code (OR #5 ) 8¢ Manual Entry ( FEj#gEA ))
¢ EFEHPRETL
e %% OR Code (ORI ) » FERHTENSEE SIC(E BAG R wERIT » LU OR 1§ -
afac MRREITENACE RV BRRES - AR Next ( F—28 ) -
: UWNEREET Trouble Scanning? ( i ZEfF/E/2eE Ny 7 )5 » BBl —ZX - S0GEBN Manual Entry ( SFEDEIA ) ©
e #5 Manual Entry ( FE#A ) - 350 A B EEREY 24 (BECEH S - ARIESHZ Done ( 78R ) ©
aiac MEUTEITENACE RV EBRES - AIRICHE Next ( F—28 ) -
3 7EEAHY DDP £#EG I
a 1 — P Next(F—#)-
b B ATTENSEE PR BERERS » AR — T Next (F—2 ) ©
¢ EEBUITENAEER A -
d $%— T Apply (EH) -
SEEHE B -
4 TETENEEE -
a €47 Continue (MEfH ) ©
b EFEBHEMAIAHE - RERIHZ Done (78R ) ©
¢ ¥ Finish (58 ) °

M EfMTEIRE
A TN 261 & B0 RTRVEEE B BNTRARCES - AR AIMITHORECE R FRIEDEE -

FERREC Y EANEITEN R E

A ARG A ERIIR I T - BUAEREE TE R ERIACET - FhdE T
e 1£DDP F£#5 : {F Enrollments Status (aFfiRRE ) HHAVITEISEE LIS » #2— T Delete (fHlF ) ©
o fEITENECE L

T Security Tools Mobile ERFEZ

/e EITRIThRERY » BARBE B %R -

Kéﬁf Remove Computers ( F5FRZEN ) °

EFEEHUARCA NS -
ZEHY Remove ( 15F% ) (Android) 842 Done ( 52H% ) (i0S) °
Tt RS BRI B -

anl
H+

ST BEW NN -

14 Dell Data Protection | FIR S FRAEIEE



6 U Remove All ( ZERFEER ) - FEAERIRATH LM EN -
FPRZ RN - DURRSFRIE—BCA R BRI - & B Remove All ( 2FRESER ) 3%

H
o #EV Restore Default Settings ( F=/7 B THAAE ) - BEREEIMIEM R AEER PIN o FRIF R THRE » 1 FR
P EEEA RS LR B A FEET Security Tools Mobile &2 PIN -

o SEN Cancel (HUH ) - FEEMSCR R -

FH—RNEZBSA
£% : OTP EEEBEEMAINR Windows EA o

OTP Al FRMEN ~ BRI ESAE R FERETF U R B Windows B o M3 [R] R A 2 MO A
WRSFATAREF H OTP #7758 m fE8 A S 87 » HIIATEA OTP & A Windows ©
LLOTP & A : -
1 {ERASHY Windows B AT » i OTp @ [5] -
2 {EfTEVEEE b BARE Security Tools Mobile FEFIFEZE » A1 A PIN ©
3 ENUEFHHENS -
HITENEE R RN BN - vTREH Hh—FE M
o ITENAEE GRAEE H AT E AU B FAE e 2 Fl
o IIRIEAHBEE —{H Windows I EIRF » 27~ Security Tools RELHEEBIEAEEHAZIIIER L > 8UEIE
FE8 AR & R P AN [F A R A RO B B T B A E AR P -
4 {7 One-time Password ( —REZHE ) o
THSEITEIEEE LR -

it M\%H%?ﬁ-?i%ﬁ%iﬂfﬁﬁm’ HVSHTENS - 0TP BIMNENRIER » SILE 0 WITEES—E TP -
SRRETBREWATY » UERERYESHERNENS - RTELREL D  HENERETERRERTD
E OTP IREHIE R - WIRZBEURERE - FHFIR N WBEMSKEEN AL » REBH X -

5 {EFEMEA Windows B AHI L » g ATETENEE FRURAVEDS » AREILT Enter ©
AEGE R OTP EITER - HIFEEHUS IS IR R - S5 RIS I F e SR

Security Tools Mobile EIE T {E
B TAELIATENAEE Y Security Tools Mobile JEFHFE AT ©

o

E 5% Security Tools Mobile FEFBIZ\ PIN
B H % Security Tools Mobile JEF 22X PIN :
1 R 17 R SR o
2 U Reset Pin ( 3% PIN) °
3 g ASGAERRATHY PIN ©

fRBRZ24E Security Tools Mobile FEFATETY
FEATEE L
1 HUAEZEE BN o -
2 D@t A TE A E MR E AR R T2 > MIBREEERZ2%E Security Tools Mobile FEA 2K o

Dell Data Protection | I SfF A EEE 15



E=E
B2EF
5 EEERILE OB AREEE EE -

AEETE N RAE R
1 #—1 Smartcard ( HEF ) 2% -
2 RERA A A
o MEEFEAGE -
o R R EERE R L TENE 2R -
3 (EHE R SRUREKEOIUTIRE Enroll the card (ZE/F+/4 ) VA © ZHL Enroll the card (FEflHRF ) ©
4 {F Successful Enrollment ( B(EOEEM ) #557788H » #%— 1 OK (HEE ) ©

)
= B HEEE L 0 A & BRI T A E K > §57E Smartcard enrollment ( 2/ ZREE ) HTH » 2 Remove enrolled
cards from your account ( {EEMIIRFREEREEMAY R ) -

16 Dell Data Protection | FIR S FRAEIEE



ZINEHES

Password Manager ( Eﬁ%%fﬁ% ) FIREE LI — T H B &8 AM455 ~ Windows @iﬁ&%ﬂ%gﬁjﬁ%fﬂﬁj\%éﬁ °
Password Manager FJ {5 FH & (¢ 8 AR 288 B 8 85085 » fEPR Password Manager #E& Y8 A% A5 B H ARE IRHI N
4 -

Password Manager 3% Internet Explorer B2 Mozilla Firefox © Password Manager 4% Microsoft &= ( ZHiES
Windows Live ID) ©

5T : WWRFHITH Firefox » MINBEZLEE ST Password Manager 87 & - WEETE Mozilla Firefox ZEIEREFHIEREE » B2E
https://support.mozilla.org/ °

&% : 7 Mozilla Firefox » Password Manager BRAUER T4 ( B S5IERRIEAIERET ) KRS Microsoft Internet Explorer :

o HESK(FFAE Password Manager B/R 3R FHYIIAE -
o TERENEAZREERE MITNNBIIEERD -
o WNREEEIBEEARE  BIEZER—ERI LAY Password Manager B7x

i HRERE A AEEREEE - At ZISEES TR AT BT BRI -

FIMA{EF Password Manager BISEIEE
Password Manager ( ZH5E PR ) SR TVEREI SR B 78 ANFEE o 2248 Security Tools % » & AT LABHAG{E
Password Manager (M EH A ) o (£8 A L AZZFEET > Password Manager (B & (Hilll & ASRE » BEEFEE S
%2 Password Manager 7 EHIEEE -
A =R -
o 1—T Save Logon (f#F& A ) » K& NGB EEIFI Password Manager ©
o WERIEPEEHEIEREA » BRE ARSI » GO GRS AR o B A M EZRUREET » 5
Y Never for this site ( AEANELHIIERUR T ) o MULHERRS B LI & R08k © 32208 DEDRA L DUERS
FEATERE
o WERAEEFEFE » 3HZ— T Don’t Save Logon ( NEFEFEA ) -
BEELRE /T SR & 1E.Z A R PG SR 2URaeaE - (Hali AN [RIR{ F # AR SR IS RV (0 FRTRY (8 #
> JIFAEEL Save Logon (RATFEEA ) » Bl DURKTFHT —HARVRERE © (0 Z RTRRTFAYE & AR Bl i iy - 40
RIEGEI Save Logon ( FEFEE A ) » Fllwy DU 2 1% 50 8T IR AR 8EE

BEEA
Logon Manager (B AEHE ) flj{ L & & BEATH RIS, ~ Windows F2 20 R B IR A ©
& Logon Manager :
1 {EDDP £#EEHH » #— T Password Manager ( 2558
2 #— 1 Logon Manager ( & AEH A ) 174 -

i

) BhRERE -

Dell Data Protection | I SfF A EEE 17


https://support.mozilla.org/en-US/kb/find-and-install-add-ons-add-features-to-firefox

VORIRE [ RN Vil I 77 5 @5 e A I
;A }Z’:\Trlﬁ TEA - PIGEIEGHTE —REATHRE AGERE o WA E - AT REL R AR (E Security Tools WIRERE » A HER
AHA -
© W - AREAEHTIE IR HE B A T (ANEE T ERAE AT BT~ SRR (LR ) o
Sort (HEF1 ) : (KRS ~ BEFATE ARRSOERITRF A © 14— T RS IKBEER -
Filter (BI85 AEFR PIN o 558 IS THEEE View (K048 ) 15 BEHNOER] - LIEZRATE EA - (B RS EATEE]
FRITERA o 37 SEREBREMSEIR 1T - RROSEEL AL (%40 ©

EAEBEA
B Launch (@) ) - BREUG SR o ARG & 3 E $e 208 AGBHE -
7 Edit (#fH ) - ATRE s R SR A RS AR -

X Delete (fHFF ) - ATEEEHE Password Manager ( Z S E R ) BEREHFENBEAEER} o
O Add (#HE ) - FEEEHTEETI B ~ BRI B A KR

FIB%AR

e AR > FEESIEER (AE B ~ GEF T~ SEEIR RS ) o DIBEE S AT o IR A o
SRR TR D P B A 288 A

o SR > 7F Logon Manager (B AEHE ) Hifi I > #2— 1 Add category ( T8 A ) ~ T ASHHI 418 » Rz
#—1 Save ({17 ) °

FgsA

1 7F Logon Manager (B AEHE ) Hifii I » #£— T Add Logon ( #THIEA ) °
] Re TR ARSI HIlBesE > DU &

2 ISR ARG EE S o

3 7E Add Logon ( #H& A ) $55 /788 > #— T Continue ( #48 )

4 15T —{f¥EE 7734 - FERmA LI HE ¢
»  Category (JH ) - BIE AL MG ERE B A > EEEED » WURMAFITED » EMEHEG TR -
*  Account Name (R #FH ) - (REFPUIR » DAEESZFRICIR AR AHE » B0 At siie Xny 44 -

*  Undetected Title ( AR{EIMAYEGE ) - 18 LR 2 Password Manager 758 A K [ _F- (el 2 S A S A &R
{17 o 38 Lt — M LIS A & A M R B B s -

5 EMOIAMEUR Undetected Title ( ARHHIFIEE ) » B8 ARG GBI » 354 — T More Fields ( 8%
{37 ) $231 » DARRERAE L ¥ Fl R PR i

6 {E More Fields ( SEZ MR ) ¥I55 7BEH » #—T Undetected Title ( ARASMIFIEERE ) » Sy A 218 (L E HEFIRRL
g o

/I More Fields ( SEZHR1L ) $I55 7758 » 1£ Add Logon ( #THE A ) B35 /7 BRA B RO & S TR - W Bhi&
EHfran L -

MR AT RAIRL > FR1EPR AU Y » LUK AL B 8 A EATERR
1 EERHFEE - T OK (FEE ) °
8 f£ Add Logon (#rHI& A ) BIEET7HE » GRS E A LSRR -
it ARCERENEREBNENA » PR EERIEMISNAZTNE Change Password ( BRI ) TIEET BER TR -
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9 WIRIEAE Password Manager H IR ANEHEAS S A B » 7620 Automatically submit log in data ( HEH#E5E A
BEL) o

10 #%— 1 Save (fif7) °
MR =B A G TE Logon Manager (B AEHE ) HH _LHUR ©

EEAGBE

AT LABHER (A (E A BB B 2R A 058 A Password Manager ( BB MR ) o
1 7 Password Manager T2 » J#HY Import Credentials ( M AGEFE )
2 EIVEE ARBIESS > #2— 1 Scan (fiff ) -
3 BRI o GE A FTERIE 2R B o

i - MREABIFLAREARR - FEEHERESCSEFREANEEER - WRIBIEASHA Firefox > 3
REMENTE °

BTRARBVIEER
e s U > EFEER Password Manager [&77
O AR B ASRE -

ARHBL B I RoRCalkie ARE o fEEUR FEEm T > & AR el o

t— NEURIG » WA DIRER GRS R & CAIREURII S A » REURA[FI)EHE -

I AR H AT S ARIGIRE » NATHRER GHUR [ YIEHE
Add to Password Manager ( #T8E£ZMHEPEA ) Fil% Add Logon ( #THIE A ) #5575 -
Icon Settings ( [EnAE ) PIREE FHEAE ATk S A H [HE% € Password Manager [B7HYEET ©
Open Password Manager (AN E PR ) ¥H) Password Manager Administration T B3 Logon Manager H [
Help (#PH ) B R L3RHEA

AR H Hr 2 ARG - WA DIRER &R T VIE#EIH

Fill in logon data (SEAZBAER} ) SUETERNRRE AR ERFT RS ME - & 538 AU A # 240 i i
07 » IREETEAC B AERE -

Edit logon ( #¥E5 A ) BEE Edit logon ( #dE A ) HEE/7H -
Add logon (FTHEEA ) B Add logon ( #THIE A ) BEE/THE -
Open Password Manager ( FEEISE PR ) B Logon Manager HH °
Help (3291 ) Bl #R L3R
A5 Password Manager [&75 ARBEE & A KB B > 55 BAPARIEE 250 2 IS R DORE

* 1£ Mozilla Firefox : #EH &R > Options (#3H ) > Security ( %% ) > {HFR Remember passwords for sites ( ALIEAEY
B ) K27 B

* ff Internet Explorer : E&iwlE] T > #FRHERSEHE > WAEE > HB)5ERERE > HUAEET User names and
passwords on forms ( 5 _FRY(EHIF BB ) BZHUT5

SEALIE

N

it - 555

on
s
(=11
il
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SAEBRBEARE
Rk sRE 208 ARF » Password Manager & {HMlE & C A/l L H H » 2R EFI#E > Password Manager [ &7 (£
ARIREET o AR AR > Password Manager B/~ {H g 8/R — BRIECF A M AR IIBRE BN -

HEEA o GENH AR —E 5
o fREEMAEE o MRCAEMHEREGEE R » GG MA e RUBhiERGEN S - SO/ RasHimatiiy £ -
o $Z&—F Password Manager [&/R~ i { NS DIREFSEL Fill in logon data (3EAEAEEL )
o & Password Manager [REBEAH & @ Ctil+Win+H © Password Manager P52 [ & #m ARG » nIREE
HHE B HES o
£% : /RT7E DDP Console > Password Manager > Settings ( 53%E ) VS IRIFRFHAS -

MREZAGE AR AN R — S A - R R G R AR S -

MAE C SR A RS AT > (HRARAAEGEA RN & A H IR AIAR = - G581 & AH
I o AT EEABREREA - BRI S AR EIEHE -
o WRIE—F Uselogon (EFZEEA ) » BLEE ASCATEIZAIREE o T ROCHTHIE A HHFIGEIRF I - BIE 3%
AZATETHIRE

o MIFRIL— T Add logon (FTHEAN ) » TS A BESTEG RS -

IEA Windows 538
FELLRE 0 AR A Windows a8 &
31 Add Logon (FFHFEEA ) A Edit Logon ( SRHVEE A ) B35 UG T HI = IDEZERIE Windows 223 » FHIRA
TR BE R & 2 RS
BB E R GE0E MY -

*  Windows & #41H

*  Windows i FH# £HE 4

*  Windows #83k \ {5 1 18

e Windows #5
R o FEE AR Windows 8
TEE B UGS LEIE -

EREER

Password Manager (B ) PIIEIETTREESETE » U H RABARATIANG - fE: IBAYL T » 125X AT S
TS ( ST (A A EL A ) » TR SRR 25 -

ZEHY Password History ( B5i5aCER )  Bade & IR » BORIENE Password History (ZEHSACHER ) 15 HLEFEE %S -
B EAH LIS o
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HEBR#BUGS
1 AU AN SZ Password Manager B3 » 3512 — 1 Website Exclusions ( HEFR#EUE ) 5 -
HEBRAY MG A 18 LeF 1
o PEMBGE Password Manager [&7 ©
« FEHBHEBEAMLHE -
o NERRHIEIENE -
I RS B
1 #%— 1 Website Exclusions ( #EFRifds5 ) 5 o
2 {%—F Add Website ( #rig#aus ) -
3 i ARKHEPRHEUSHY URL
4 #%—1 Save ({7 ) °
it — ELHERS » {84552 Password Manager &2 o {#/H{¢ Website Exclusions ( HEER#ERG ) 15 BLMIBRESS - BIaTHGAHE
B o TEHERRIE B PR BRAEUS - 42— X
i {EEut g - &0
o HEERHEUEHE FATECI AT RFIE > 3584 — T Website (#8Uf ) FAEE
o HEEERAMSE > FIGER URL B ASE =007 o 1 BRE 2 0 AT TERE -

FREIREARERNRT
HESR AT ERBF B AR S A > (Hr] {5 HIGIIRE A R BRI o
{5 T & AR
1 B DDP £##15 -
2 %1 Password Manager BjfEfE o
3 1 Settings (%7€ ) 14K
4 JEFR Prompt to add a logon when on a logon screen ( T A EBHFHETETEEA ) ZHUTHE

(@D R R Password Manager ( BISEIEE ) &g
Password Manager ( # &P R ) IREEZ 2 M) H Password Manager ( i E R ) BHIAE AEF} « H Password
Manager {EREHT RN AT LLRIOE L EE) -

3 I?Ega?g%l;assword Manager ( BIEEIES ) BRIAEIEIEER#HD Preboot Authentication (PBA) B AR Eroa &
l@in=8:E
R

1 #%—T Backup Credentials ( fii{a0a8 ) #5248 » LI EMMDIER ©

2 $2—T Browse (#I% ) WiBIHE TR ALE

AR EANTE R () B AR » FERN S RUREER - 35 I B Hi 7 22 7T HE X 7 28 1 B R R o
3 g AGRERREES o WIRNETE Z %R 2 e () 0aEE - LA LS -
4 $%— 1 Backup (fififn ) °
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5 B A Windows 5 e
6 7E Success (M) ) BEEHHEAF » #—T OK (HEE ) °
i EEERER T BDIEENN TR BiE—T AM73%EN Log ( ECEK ) ©
RREBE
it AIELEFTH » A Re iR
R
1 #%— 1 Restore Credentials (325 E258 ) £24 -
2 {%— 1 Browse (B ) BIE R liitohE » R AN KIS o
3 1% Restore (2R ) °

L 52F Password Manager ( BISEES ) BRIESERTOUREER - EERIIBDEINZNE HitERigEEk
4 #%— TP Next ( F—H) e
it - EEGRERIEENXNERNR » B TEEIIDH © B/R » AREE Log (528%)
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===

AR

—RIEE (OTP) — —RVEFWSEE A (A — X - BAEFIRIFHEIANAGHER - OTP FHEA TPM » i HLHEH]
KB © 33 DDP Console ( 2225 ) #1 Security Tools Mobile JERFE » {5517 Hh 4% & BL B A #T - BIm] A
OTP © Security Tools Mobile fEHIF2 EETENAEE iR 200 - LA R E T Windows B AFRE A © 1
PRI > EA SIS SRS - B R OTP & AN » Al OTP Tisg R MR FZILENS - OTP I
?‘Eﬂ;ﬁi%ﬁﬁ%@ﬁ ;ﬁ@ﬂi&ﬁﬁ#ﬁﬁﬁﬁ’ﬁﬂf]% o OTP FEE A AR A1 RRBE I — % » MR AR IRF AT P - [Tt 2e 4=
P s HoAh s TERae o

(S EEHE (TPM) — TPM BEAG = K EBERELZ 2 ERF « B2 ~ WE K - DDP|E KH42 2617
YIRE » AEH TPM ° TPM 71 A] £ DDP | E #RE8 LR 17 B2 LI A 2R » WiARFE DDP|E HCA M%< 88 © Dell 35
f TPM » TPM £3#4HC DDP|E HCA ~ BitLocker Manager 81— L& WEIHREH FFTH

TARE — 5 EAT NN (SED) » @) SED i # B HRTERE (PBA) 1% » BISEZ IR -

BTN IGERE (SED) - PEIIE IO RERERS - & BB G ERRRRI T A B - EatRa BRI &k -
EH#E C = AR E B EHINE -

ROae - woat e ot ] R B YT ERPY - BIATHERLE Windows 1l -

Fat&RiBaE (PBA) — Bf&nIERAE (PBA) & BIOS SRBHISHIRSHIAE 1 » 38 (852 (S{TRVSRIEE (KA R 1 F 2R IMN & 2]
EUCRYT - WERR O & U3 IEMEMERRAT - PBA &7 (L BERR AU/ FEE R F B -
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