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Wiresharkg —f R E BN o Mes , T Z2NATEZTLNBENL, CHRBEBESHRE
libpcap IRV EIE R, Cisco NX-OSTELinuxlI#% L1217 , ZM B Alibpcap Bk X F IR E IR

o

{F A Ethanalyzer , &AL :

- IR EERS| BRIAGZEWNBESD.

- REEHRNBIEIHE.

- REEWRNBEINKE,

- ETEERESFAMUERNEES.

AT HRIFHIROBIESBIE.

- ARBRFETFSFEBROBIES.

- BREBEESANAFGEPETRHNBES,

. RIS EIBIE IR ANEE70003R k.
EthanalyzerZoi :

- MEHIE B R HEES, R , Ethanalyzer ] SL#E By & #8E RIEH R R .
- BRERGFRANBEFERE,
- XERETEONER.

R

iX Zethanalyzer local interface inband s i NV R EME . “ ? "%&ILE RA B,

DCh ethanalyzer local interface inband 2

Redirect it to a file

Eedirect it to a file in append maode
autostop Capture awtostop condition
capture-Liltaer Filter on sthanalyzer capture
capture-ring-bButfar Capture ring bulfer option
decode=intarnal Include internal system headar decoding
datail Display detailed protocol information
display-filter pisplay filter on frames captured

limit=captured-frame=s Maximum number of frames to be captured (default is

Limit-Trame-slze L e only a subset of a Lrame

TAW goii dump the packet with possibly one line
ELMmA Ty

write Filaname to save capture to

| Fipe command cutput to filter

DC# ethanalyzer local interface inband
Capturing on inband
09, 6500171 00:23:33:74:47:05 => 01:G0:e2:00:00:00 STE Conf. Root = 327661 /00:23:

10.10.10.2 => 10.10.10-1 ] & E: 3 Destination port:
16.16.149.1 -> 16.10.10.2

Destination port
10,10,.10.1 3 : H Deztination port

2013-02~-1 #@r10.086445 00 L QL0 Deioo ool STP RET. Root = F2766/96/00:23:
Port

10.086608 00:26:99:aT7:iF0:a8 => 01:00:0a: H..H t EET. Bact = I2TEHEE/ 6 00:2

B:10.086667 98:d2relicTidd:bE -> 01:80:c2:00:00:00 STP RET. Raot = 32TEE/0/00:0d:ec:a3:9d:3c
Gacddd

£ A detail I ARG HEANPUES . "CTATHIEAERRIBEFERREIMIETR (MR
F=E) o



DCH ethamalyzer local interface inkband detail
Capturing on inband
Frame 1 (106 bytes on wire, 74 bytes captured)
Arrival Tims: Feb 10, 2013 23:00:24.253088000
[Time delta £rom previcus captured frams: 0.000000000 seconds]
[Time delta £rom previcus displayed frame: ©0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 106 bytes
Capture Length: 74 bytes
[Frama is marked: Falsal]
[Erotocols in frame: eth:ip:eigrpl
Ethernet II, Src: 00:26:5l:ce:0f:44 (0D:26:51:ce:0f:44), Dst: 01:00:5e:00:00:0a
{01:00:5e:00:00:0a)
Destination: OQLl:00:5e:00:00:0a (01:00:5e:00:00:0a}
Address: 01:00:52:00:00:0a (01:00:5=:00:00:0a}
Al meAm AAnn caoan acon 3 ade) et es Broup addre=ss (multicast/broadca
at)
. = Lg bit: globally unigue address (factory

default}
Source: 00:26:51:ce:0f:44d {00:26:51:ce:0f:44)
Addregs: 00:26:51:ce:0f:44 (00:26:51:ce:0£:44)

ocll) maas mnoa csmeo acoo I bit: Individual address (unicast)

oc vale iiie wiid s waaee. = L@ bit: 3lobally unique address {factory
defaul t)
Type: IF (0x0800)
Internet FProtocol, Sro: 10.10.18.6 {(10.10.18.6), Det: 224.0.0.10 (224.0.0.10)
Version: 4
Header langth: 20 bytes
Differentiated Services Field: Oxcl (DECF 0x30: Class Selector &; ECH: 0=x00)
1100 Q0.. Differentiated Herrices Codepoint: Class Selector & (0x30)
e ECH-Capable Transport (ECT): 0
. ECH=CE: 0O
-------------------------------------- =ENIP-=======mmmmmmm e mmmmm e —————mm—————————

LB ERIE T
ot

{5 A “capture-filter ;A Bl AL R E HR BB EFRAFIUENBESZ, BRITB[ELENRES
WRR, ATEHANBEISHITTLHES  BEYRFFRENE LA ZRHEN.

Display-filter

{5 F“display-filter 1 B 3 SUBIR XM (tmpXX#F ) WAL, ERTRREATEIBENRES ,
SEAR T BATE 50 A AR BRBR A BT IE R E RN B RNTIE. BR |, tmp XA A BMREER , BN
CEARKMBRES , RERERAERES.

FEARRBIF | “limit-captured-frames™iZ B N5, £ “‘capture-filter” ( IR IEES ) £
, Ethanalyzerf# & R AN 5T E 25 host 10.10.10.2" LB EIE S, A “display-filter &I
, Ethanalyzerg St IR ENMNBIEE , RAENETRETEEF p.addr==10.10.10.2" CE M EIEZ.



DC# athanalyzer local interface inband capture-filter 19.10.10.2" limit-captured-framaes 5
Capturing on inband
2013-02-10 12:51:52,150404 10.10.10.
12:51:52.150480 10,10,
12:51:52.496447 10.10.10.
12:51:52.497201 1.
0 12:51:53.149831 .10,
5 packets captured

== 10.10.10.2 Source pert: 3200 Destinatiom pert:

== 10. 10, Source port: 3200 Destination port:
> 10.10.10. i Houros port: 3200 Destination port:

== 10.10.10. Source pert: 3200 Destinationm port: .

1
.
2
.1
0.1

-= 10,10 . 2 Scuzce pert: 3200 Destipation pexzt: 2

DC# athanalyzer local interface inmkand display-filter "ip.addr==10. 2" limit-captured-frames 5
Capturing en inband
013-02-10 12:53:54.217462 10.10.1¢.1 -> 10,10.10.2 ODF Source 3200 pestination pect: 3
=10 12:53:54.21741% 10.10.10.2 => 10.10.10.1 ODF Source 3200 Destination pork:
2 packets captured

BAET
BEA

BT “write” &I , &0 LAURFHEIR IR E A Cisco Nexus 7000%R 53l E EANEMEIRE (W0
bootflashZklogflash ) Y , AMEREF#HIT D M. WIRXHEK/NRHIF10 MB,

A “write” & T B9 Ethanalyzers 5 7= 65l &ethanalyzer local interface inband write
bootflash:capture_file_name. 8 “capture-filter”#y“write” 3£ WU 4 H S48 9 “first-capture”#9 7= 41
wmTE

it at.tmna].'; zar local interface inband ::a.ptuu—a—:i].t.ar "hoat 10.10.10.2" 11|:uit.—cat::-t.u:e-:i—rramae 5 Writa ¥
bootflash: Filenams
logflash: Fllename
gloth: F11 &nams
Filenams
Fil enams
wvolatile: Filenams

BCE athanalyzer local interface inband capture-filter "hoat 10.10.10.2" limit-captured-framas 5 Writa
bhoptflash: first-capture

HRRBEARFE S, BROBBESMATRERELIRE AP, “display” ( £ ) ETGES
Cisco NX-OSTE IR BB R 7RI X H MR A 2 R EE .

Capture-ring-buffer

“capture-ring-buffer A E I EN WK, EENNHBIEEN MR NERIRSN Y. UTRF
FEHEERTXERTMAE X

Dol ethanalyzer local interface inband capture-ring-buffer 2
duration Stop writing to the file or switch to the next file after valus
gaconds have elapged
filas Step weiting to capture files after wvalus number of files ware

Wwritten or begin again with the first file after valus number of
Liles were Written (form a ring buffear)
Stop writing to a capture file or switeh to the next file after it

reaches a size of values kilcbytes

VREE I

B ‘read” £ W , BFSURENIRRE A S ERTFAIXAM



2013-0p2=-10 2 - 10 s I s e 1 UDE Source 32 Desztination port: 3200
2013-02-10 10 > 10.10.10.1 TODF Source k Destination port: 3200

51.3939%16 10.10.10 > 10.10.10.2 UDF Sourca Deatination port: 3200
51.400479 10,10.10.2 =-> 10. UDE Source poart: 32 Degtination port: 3200
E013-DZ-10 1; 2. 240188 10,10.10.1 -> 10, [, d UDF Souroe port: 33 Destination pert: 3200

il ] q':t.h.&nal*,--.ser local read hantfla:‘:h:first-captur& datail
Frama 1 (L10 IIE'T-EIE on wWira, 78 H'ft-ElE I]r.ip'l'-'l.!l'ﬁli:l
e e o Tt
[Frame is marked: False]
[Protocols in frame: eth:ip:udp:datal
Ethernet II, Src: 00:24:98:6f:ba:ed [ . H ), thlice:0E:dd
(00 :26:51::ce:0£:4
ination: DQ:26; of: 44 i8lioe: 0E:44)
Addre=z=s: 00:26:8l:ce:0£:44 {0 tElice:0f:44)
I3 bit: Individual address [unicast)
L& bit: G-].l'.il-'.li.ll? LLFII-L]U.E: addreass |;Iaﬂ1.'-ﬁ'["'l’

Cibazeod (QQ:Z4:® Libaicd]
Rddrese: 0 t6f:baicd (0 4:98:6C:bazcd)
ssas sasl axs assa wsax: B IG Bit: Individeal address [(unicast)
vean walla sars awas waen = LE BRIt Globally unigue addreseg (factory
defaul t)
Type: IF (0x
Internet Protocel, Sea: 10.10.10.1 {10.10.10.1), Det: 10.10.10.2 (10.10.10.2)
Version: 4
Header length: 20 bytes
Differentiated Services Fiald: J9xcl [

S e e ee - -ENIF-

&1 0] U SR i B RS 835 PC |, H A WiresharkSE A H & A Uiz cap S pcap LA HY B A
2R REUZ XA,

Yy bootflash:first-capture tftp:
Enter wrf (If no input, current wrf "default” iz consideared): managemant
Enter hostname for the tftp server: 1%2.148.21.22
Trying to connect to TETp sermmer......
Connectlon to Server Established.

TFTF put operation was successful

Copy complete.




.ﬁub—:lphﬂ [Wireshark 168 (5VH Aoy LB Y from Seunk- 18] — - - o

Fde Bt Wiew o Ceplure  gradhae 5B T w Teabi | Exip

Hadae EEEEE e -a-:p'.r& BAEacaes @@Ssx% B

Fitar: T| Expranaien_.  Ciear &oply

Ha, Tirree Zauree Darilingtsan Preseal Lemggth e
1 POAEF-02-10 1¥102:51. 240465 10.10.106.1 10 10,106, 2 unF 110 Sourcd port: Tick-port  DESTination port: Tick-port
2 2003-02-10 LT:02:510 240483 10010.10.2 1001010, 1 unF 110 Seurew part: Elek-port  Destdinatien pare: tick-port
3 F0LI-02-A0 13:02:51.390018 A0.10.10,1 A0, 10,20, 3 (11 110 Source port: tick-pori  Destination porg: tick-port
4 2OLF-0F-A0 1Fi02iFl.40047% 10.10.10,7 A0, 10,10, 1 LU 110 dorce porti tick-port  pestination pors: tick-port
S F=0Z=A0 1302 5R 04008 A0.10. 301 b [ I P s 4 upE 118 seirce porc: Tick-port  pestination porc: tick-port

arrival Time: Feb 40, 013 L¥iG2: 5]. J-‘I:l-lb-éﬁllill] "It‘ 1c stangard Time
Epoch Tine: 1360483 F. Foadaiio seconds
[Tina delta from pravioud aptured Frame: O. 003000000 S&sanekE]
[Tine celts from previous displayed frame: 0. 000000000 secords]
[Time simce refarence or s frame: 0.600000000 seconds )
Frame psiber: 1
Frafa Léngth: 110 Dytes (830 bitsl
Capture Length: T8 byted {234 bBita)
[Frame 93 marked:; False]
[Frame 45 fgnored: False]
[protocols in frame:! eth:fipradpzdacal
= Ethérfee ID, Sre: Cisco A&F based [O0:24:00:AF baz24), Dag: Clasa_e@=0F 44 (OO=ZA: 5L e@=OF a7
# Dentination: Clpco_ce:-OF (44 (00-76:%1:ce:-0OF ;447
y gource; Elsco G ihaicd (O0SId i SRi0F e cd)
Type! IF COuOS00)
INCAFAEE Protecd] werston 4, SAcl L0.16.20.10 @10, 40,108,170, o3ts 10,190,162 {15.10.10.2)
variion: 4
Header lengihs; 20 byTes
pifFerentdated xeru1ces Fleld; Owch (OSSP Ox30: class Selector G6i Dok OGN0 HOT-EST (MOT ECk-Capable Transportil
ToTal L&ngrh: &8
TdsmelFicaeton: OxFlel [2902%)
Flagn: =00
Fragmant offzen; Q
Time To Tive: od
PrOTOCe]: uUDFE (170
nwadar checkium: oxeovs [corract]
Sourcer LO.10. 00,1 €10, 30.10.20
pestination: 0,10, 10,3 10,10, 190.20
USEr CATAagea® PROTeso], S6C POt tick-port (32000, oIt POt Tick-port (F20E)
SLFCE POrE |:1n:l:-,um'|. [4F1ea b
beatinatiaon part: tick-port (32005

(8| Freme (ireme), M bt Packers: & Dizplaped: § bdarked: §Losd tere 00,103

Decode-internal with Detaili% I

“decode-internal” £ Ik &5 B <Nexus 700001 A BB SN AZEE . WEEBBTE T BEHIE
BB IT CPUR AR H XI E Bt 1T BEHERR,

DCH# ethanalyzer local interface inband decode-internal capture-filter "host 10.10.10.2" limit-captured-frames 5
datail

ﬂ-iptl]!!lﬂrg ofn inbarnd
EX08 Frotoool
FLAH = ==V nal=0=L3 interface
=»FIXM LTL urce index in decimal=400=gUF inband
P12

ALY
[Time dalta from pEe us capturad frames: 0
[Time delta from previous displayed fram
[Time since reference or first framse: 0.0 seconds]
Frame WNumber: 1
Frame Length: 78 bytes
Capture Length: 78 bytes
[Frame iz marked: False)
[Protocols in frame: eth:ip:udp:datal
Ethernet II, Brc: 4 G:81l:ce:0f:43 (DO0:26:51:ce:0f:43), Dst: 00:24:%8:6£:ba:c3
(QD:24: 936 ha:
Dagtination
Address: Bl:barcd tha:c3)
soen oo soan aoos soosn ooms Inmdividual dress (unicast)
veas salla cwar saws awas wao: @ LE bit: Globally unigue addreass (factory
default)
HSource: 00:26:5l:ce:0f:43 | G6:51:cm:0f:43)

B B 5 T et

FENX-OSFE 5| ## N+ #t& , AJS 1 FAshow system internal pixm info Itl x@&5 5 {F 45 ih B #5185
(LTL)ZRBIBR G BI¥ 3R B 44O,



Capture-filter{E &Y 7= i
BERRLIPEHRREIPEHA TR

host 10.1.1.1

FBRRAE T EMNPith k35 B 49 7 &

net 172.16.7.0/24
net 172.16.7.0 mask 255.255.255.0

fIRK H —RIIPHbaL YR

src net 172.16.7.0/24
src net 172.16.7.0 mask 255.255.255.0

HIRA @ — R 5 IPith 1k Y57 R

dst net 172.16.7.0/24
dst net 172.16.7.0 mask 255.255.255.0

BRI E D LAY T Ik — UHIRDNSTH I

DNSEHEH A R Mo

port 53

RFERBEEHY LN TR — UBRDHCP &
DHCPRzI A EHE B o

port 67 or port 68

RRREAREDUN TR — FRHTTPRSMTPH
SMTP 2 ] # B 45 S L

host 172.16.7.3 and not port 80 and not port 25

HIRAKER BB NN TR — HEERARPHIDNS T ik

ARP 2 ih 31t AT 70 1

port not 53 and not arp

RBIRIPT R — BEBRARPRISTPE T B

STPR 4 KB



PER B RE — SRR BNARES

not broadcast and not multicast

IR B4E IR O SO E AR &

tcp portrange 1501-1549
BIFELAR KB HIR AR — FHREAPOLE
EAPOLZLAN LR AT R & 3 3 UE i,

ether proto 0x888e

IPVEIRIR B8 R 75 %

ether proto 0x86dd

BREFIPHHMSRE BRI R

ip proto 89

BRIEMAC 1k 1548 DUA R b — PERR R TLLDPA A 1Y ik
LLDPR &% E R I

not ether dst 01:80:c2:00:00:0e

#3RUDLD, VTP=CDP#iik

UDLDR ¥ 58N , VTPRVLANFR 4L , CDPECisco &K I,

ether host 01:00:0c:cc:cc:cc

BRAARAREMACH 4T Ik

ether host 00:01:02:03:04:05
X
M= &&
= ||
not = !
MACHEHERE TN 1 XXX00XXXXEXX:XX

3 P 2 4l P I B

. UDLD : B ¥R 8142 %188 (DMAC)= 01-00-0C-CC-CC-CC , LUA M A= 0x0111



- LACP:DMAC = 01:80:C2:00:00:02 , SAKMZE A= 0x8809, LACPH FR&EHICRIZHITHIL,

. STP:DMAC = 01:80:C2:00:00:00F1EthType = 0x4242 — = — DMAC =
01:00:0C:CC:CC:CD#EthType = 0x010B

- CDP:DMAC = 01-00-0C-CC-CC-CC , LA KM= 0x2000

- LLDP:DMAC = 01:80:C2:00:00:0E5,01:80:C2:00:00:035%01:80:C2:00:00:00fEthType =
0x88CC

- DOT1X:DMAC = 01:80:C2:00:00:03F1EthType = 0x888E, DOT1X{FRIEEE 802.1x,

- IPv6 : AKX E!= 0x86DD

- UDPHITCPI% O 555

EHliw &

Cisco bug ID CSCue48854:Ethanalyzer capture-filter N 83k 3k HSUP2 L CPUKI R E .

Cisco Bug ID CSCtx79409 : F8efFH#3R 13 /8 88 S decode-internal — & £ /A,

Cisco Bug ID CSCvi02546: SUP34 S SIB Q@A LIEFCS |, X 2MMTH.

HXRfER

. Wireshark : #3388
- Wireshark:DisplayFilters
- AR R LAY - Cisco Systems



https://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers#Well-known_ports
https://tools.cisco.com/bugsearch/bug/CSCue48854
https://tools.cisco.com/bugsearch/bug/CSCtx79409
https://wiki.wireshark.org/DisplayFilters
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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